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The Peninsula’s Community College

Finance and Municipal Liaison Committee
February 22, 2017
Thomas Nelson Community College
Mariner’s Museum, Newport News
4:30 pm
AGENDA

Board Action Required

e Approval of December 7, 2016 Minutes
e Approval of Resolution: Increase in Student Fees for FY 2018
e Resolution to Reaffirm the Emergency Action Plan (EAP)

e Review and accept for file purposes the Virginia Community College System Report
on Audit for the Year Ended June 30, 2015

Informational Purposes

e FY 2017 Second Quarter Local Funds Financial Statement

e FY 2018 Local Funds Budget (Draft)

Charles A. Nurnberger

Next meeting: April 26, 2017, Historic Triangle campus (Room 316)
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The Peninsula’s Community College

Thomas Nelson Community College Local Board
Finance and Municipal Liaison Committee

December 7, 2016

Member(s) Present: Leonard Sledge, Everett Jordan, Michael Kuhns, Perry Showalter, and
Deborah Reese

Member(s) Absent: Scott VanVoorhees

Guests: Bruce Goodson and John McMillan

College Staff Present:  Charles Nurnberger, Vice President for Finance and Administration;
Teresa Bailey, Associate Vice President for Financial Services; Lisle
Wilke, Budget Manager; and Geraldine Mathey, Administrative
Assistant

Mr. Sledge opened the meeting at 4:00 PM.

1. September 28, 2016 Minutes. The Committee reviewed the minutes. Mr. Kuhns made

the motion to accept the minutes; Dr. Showalter seconded the motion; and the members present
unanimously approved the minutes.

2. Resolution: Fiber Optics Easement. Mr. Nurnberger stated the installation of backup
circuits for the Hampton and Historic Triangle campuses was initiated by the VCCS. The
installation requires the conveyance of easements to Lumos Networks, Inc. He said the work has
already been completed. Once the Local Board approves this easement, it will be forwarded for
approval by the State Board for Community Colleges. Mr. Goodson asked if there had been any
disruptions during the installation; Mr. Nurnberger replied the only inconvenience was a slight
delay in the traffic flow for one day. Ms. Reese made the motion to accept the resolution;

Mr. Kuhns seconded the motion; and the members present approved the resolution. Mr. Sledge
will recommend approval by the Local Board.

3. FY 2016 Local Funds Statement. Mr. Nurnberger stated this was the year-end statement
for FY 2016; an accompanying document provided an explanation of the variances found in the
statement. Mr. Jordan asked if the College makes any money from the on-campus food vendor;
Ms. Bailey replied that Subway pays a percentage of their sales in lieu of rent. Mr. Nurnberger
said the company had paid over $30,000 in 2016. Mr. Kuhns made the motion to accept the FY
2016 year-end statement; Ms. Reese seconded the motion; and the members present voted to
accept the statement for file purposes.
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4. FY 2017 Local Funds Year-to-Date Statement. Ms. Bailey stated there was not much
activity to report on this statement. Mr. Nurnberger said the academic year began the third week
of August and this current report is through September 30. Ms. Bailey said the second quarter
statement will contain more information pertaining to revenue. Mr. Nurnberger said the
localities have been submitting their requested contributions in a timely manner, and that each
locality submits on a different schedule. Dr. Showalter asked about the acronym WDCHT,;

Mr. Nurnberger said it was the Workforce Development Center located in Williamsburg.

Mr. Sledge noted there no action was required at this time.

5. Annual Filing of Financial Disclosure Statement. Mr. Sledge said this annual filing is
due mid-January. Mrs. Mathey reported that the filing will be due January 17 as January 15 falls
on a Sunday and January 16 is a holiday. She stated that the filing will open January 1.

Mr. Sledge said all filings must be submitted electronically.

6. Emergency Action Plan (APM 12.2). Mr. Nurnberger stated this document requires
reaffirmation by the Local Board every four years. He said Garth MacDonald, the College’s
Emergency Manager, will be present at the Board meeting to respond to any questions or
concerns. Mr. Nurnberger said the College has made significant investments to ensure the safety
of its students, faculty and staff. He said the College has agreements in place with local
Community Service Boards as well as local police departments and the State Police. He said
Thomas Nelson works closely with The College of William and Mary because of the co-
enrollment agreement between the two institutions. Mr. Goodson noted that students have to
sign-up to receive alerts and wanted to know if this enrollment could become part of the
student’s profile. Mr. Nurnberger replied that the text alert system was optional for everyone.
Mr. Jordan asked about the frequency of training for Campus Police officers; he wanted to know
if they had internal training in addition to regularly scheduled training. Mr. Nurnberger replied
that all officers are required to complete all required training, and that they also participate in
training exercises hosted on campus. Mr. MacMillan asked if new employees were made aware
of the Emergency Action Plan; Mr. Nurnberger said they are provided this information during
New Employee Orientations. Mr. Jordan said the main concern would be an intruder on-campus
and how to handle such a situation; Mr. Nurnberger said Campus Police and Mr. MacDonald
attend division meetings to provide training. Mr. Jordan asked if all classrooms could be locked
from the inside and were provided with internal communications; Mr. Nurnberger said they
were. Mr. Sledge said the safety of everyone on Thomas Nelson was paramount, and that not
every community college within the Commonwealth has sworn uniformed officers.

7. Open Discussion:

a. Projected Projects for FY 2017. Mr. Sledge had asked about projects slated for
FY 2017. Mr. Nurnberger provided the following projects as approved at the April 27, 2016
meeting:
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Pedestrian Bridge $132,000
Small Projects/Repair $50,000
Small Projects/Landscape $40,000
Variable Message sign $400,000
Best Management Practices (BMP) $50,000
Hastings Drive Stop Light Phase Il $100,000
Total $772,000

b. Campus Digital Sign. Mr. Nurnberger provided an updated on the proposed
digital sign for the Hampton campus. The State Board for Community Colleges accepted the
land donation from the City of Hampton. Hampton must now approve the notice to vacate,
which is scheduled to be presented at an upcoming City Council meeting. Following this, the
package will be forwarded to the Virginia Department of Transportation.

There being no further discussion, the meeting was adjourned at 5:08 PM.

Respectfully submitted,

Charles A. Nurnberg%

Vice President for Finance and Administration



STATE BOARD AGENDA ITEM

DATE: February 9, 2017

TITLE: Thomas Nelson Community College
Increase Student Fees

BACKGROUND:

Community colleges requesting any increase in mandatory student fees must forward that request
to the Virginia Community College System (VCCS) on an annual basis.

On February 17, 2017, Charles Nurnberger, Vice President for Finance and Administration, met
with the Student Government Association (SGA). SGA meetings are open to all students; a
notice is posted on the Student Activities calendar which is available on the College’s website.
Students attending the meeting were informed of the requested fee increase. Students were
informed on how their fees are currently used and provided with anticipated future needs. The
SGA made a motion to acknowledge the proposed increase; it was seconded and unanimously
supported by those students present.

FEES:

Current Student Fee amount paid per credit hour

Credit Hours Student Activity | Parking/Safety Total
& Security

1 1.01 2.19 3.20

6 6.06 13.14 19.20

12 12.12 26.28 38.40

Fall 2017 Proposed Student Fee Increase of $.50 per credit hour

Credit Hours Student Activity | Parking/Safety Total
& Security

1 1.41 2.29 3.70

6 8.46 13.74 22.20

12 16.92 27.48 44.40

The proposed fee for FY 2018 is $3.70 per credit hour, or an increase of $.50 per credit hour
beginning Fall 2017.

DESCRIPTION OF FEE USE:
1. Parking/Safety & Security Fees. The fees assessed are used to fund parking lot

maintenance and repair. Additionally, we utilize the Cardinal Parking system to record
vehicle and parking hang tag information. These fees also cover the cost of software




support and maintenance. Staff is assigned the duties of patrolling the lots and issuing
tickets when staff and students violate parking policies. The staff members as well as the
equipment to issue tickets are also funded with these fees. This fee also is used to fund
various campus safety and security issues. These include external lighting, security
cameras, emergency call boxes, etc.

2. Student Activity Fees. These fees are used to assist the student activity department in
providing cultural, recreational and social activities, intramural athletic programs to
enhance the student’s college experience and funds to administer these programs at both
campuses.

RECOMMENDATION:

It is recommended that the Local College Board approve the increasing in student fees as
indicated.

LOCAL BOARD MOTION:

Thomas Nelson Community College’s Local Board will approve the increase in student fees at
its February 22, 2017 meeting.

RESOURCE PERSON: Dr. John T. Dever
President, Thomas Nelson Community College
(757) 825-2711
deverj@tncc.edu

William M. Johnson

Assistant Vice Chancellor for Budget & Planning
Virginia Community College System

(804) 819-4912

wjohnson@vccs.edu
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TITLE: THOMAS NELSON COMMUNITY COLLEGE
EMERGENCY ACTION PLAN (EAP) REAFFIRMATION

BACKGROUND:

In accordance with State Code § 23-9.2:9, the institutional crisis and emergency
management plan, Thomas Nelson Community College is reaffirming the College’s
Emergency Action Plan, (EAP) , which was designed with the safety of students,
employees and guests of the College as the priority of effort. This plan satisfies the
requirements of 23-9.2:9 which states:

A. The board of visitors or other governing body of each public institution
of higher education shall develop, adopt, and keep current a written crisis
and emergency management plan. The plan shall include a provision that
the Department of Criminal Justice Services and the Virginia Criminal
Injuries Compensation Fund shall be contacted immediately to deploy
assistance in the event of an emergency as defined in the emergency
response plan when there are victims as defined in § 19.2-11.01. The
Department of Criminal Justice Services and the Virginia Criminal
Injuries Compensation Fund shall be the lead coordinating agencies for
those individuals determined to be victims, and the plan shall also contain
current contact information for both agencies.

B. Every four years, each institution shall conduct a comprehensive
review and revision of its crisis and emergency management plan to
ensure the plan remains current, and the revised plan shall be adopted
formally by the board of visitors or other governing body. Such review
shall also be certified in writing to the Department of Emergency
Management. The institution shall coordinate with the local emergency
management organization, as defined by 8§ 44-146.16, to ensure integration
into the local emergency operations plan.

C. In addition, the president and vice-president of each public institution
of higher education, or in the case of the Virginia Military Institute, the
superintendent, shall annually (i) review the institution's crisis and
emergency management plan; (ii) certify in writing to the Department of
Emergency Management that the president and vice-president, or the
superintendent, have reviewed the plan; and (iii) make recommendations
to the institution for appropriate changes to the plan.



D. Each public institution of higher education shall annually conduct a
functional exercise in accordance with the protocols established by the
institution's crisis and emergency management plan and certify in writing
to the Department of Emergency Management that such exercise was
conducted.

This plan is available to the public through the Thomas Nelson homepage.

RECOMMENDATION:

It is recommended that the Thomas Nelson Community College Local Board reaffirm the
Emergency Action Plan (EAP) as submitted.

LOCAL BOARD MOTION:

Thomas Nelson Community College’s Local Board will reaffirm the Emergency Action
Plan (EAP) at its February 22, 2017, meeting.

Leonard Sledge, Chair
February 22, 2017

RESOURCE PERSONS: Dr. John T. Dever
President, Thomas Nelson Community College
(757) 825-2711
deverj@tncc.edu

John W. McMillan, Jr.
Chair, Local College Board
Thomas Nelson Community College
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The Peninsula’s Community College

Administrative Procedures Manual

Title: NO:
Emergency Action Plan (EAP) 12.2
VCCS Policy Manual Reference: Page
Page: 1 of 22

Office of Primary Responsibility: Vice President for Finance and Administration

A.

Mission. A crisis or emergency can happen at any time and could impact one
individual, a single building or the entire college campus. This document is
Thomas Nelson Community College’s (Thomas Nelson) Emergency Action Plan
(EAP). Emergencies cause confusion and stress for all involved. In order to
minimize these effects, initial actions and implementation of the EAP should
always be handled in a calm, consistent manner.

Purpose. Thomas Nelson employees provide a valuable leadership element to
students’ safe and efficient reaction to an emergency situation. The instructor is
an authoritative figure for the student and can influence how the student
responds in an emergency. Calm, collected, and clear directions by the
instructor and staff will have a reassuring effect on the students. Therefore, it is
very important for faculty, staff and students to be prepared for emergencies and
to familiarize themselves with proper procedures.

1. Review the Emergency Action Plan periodically and know who to contact
in the event of an emergency. You should also know:
e The two (2) safest and most direct evacuation routes.
e The location of campus emergency callboxes, storm shelters,
automated external defibrillators (AED), and fire extinguishers.

Charles A. Nurnberger

Responsible Area Vice President

Date: October 8, 2015

Charles A. Nurnberger

Dr. John T. Dever

Vice President for Finance and
Administration:

President:
Original signature available in office of VPFA

Date: October 8, 2015

Date: October 8, 2015




APM 12.2
Page 2 of 22

e The designated assembly locations outside the facility.

e Locations of storm shelter safe areas.

e The appropriate action to take in the event of a secure-in-place or
shelter-in-place notification.

Faculty should:

e Provide his/her class or audience with general information relating to
emergency procedures and advise them of the evacuation routes,
emergency exits and assembly locations (Appendix A). This
information should be shared during the first week of class and
throughout the semester.

e Provide the location of this document to students.

e Assure that persons with disabilities have the information they need.
The instructor should be familiar with the disabled student’s plan, be
able to direct visitors with disabilities and know the location of the
evacuation chair(s) nearest to their classroom and how to use it.

e Take responsible charge of the classroom and follow emergency
procedures for all alarms and emergencies.

e Account for all students. Accounting for students can be very difficult;
however, an attempt must be made. Faculty should take attendance
and keep rosters with them.

e Encourage students to sign up for e2Campus.

Staff should:

e Be familiar with the EAP and able to respond appropriately to crisis.

e Provide students and guests with general information relating to
emergency procedures and advise them of the evacuation routes,
emergency exits and assembly locations (Appendix A).

e Ensure third parties and/or contractors are familiar with the Emergency
Action Plan.

Students should:
e Become familiar with the emergency procedures listed within the EAP
and know where to seek further information.

e Sign up for e2Campus

Campus Police and/or the Emergency Coordination Officer will initiate all
required reporting to the Department of Criminal Justice Services (DCJS)
and the Virginia Criminal Injuries Compensation Fund in accordance with
Virginia Code § 23-9.2:9.
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C. How Thomas Nelson Communicates Emergency Information. Thomas Nelson
employs an integrated alert system for the delivery of emergency warnings and
information. This system is comprised of the following elements:

1. e2Campus: This system will send SMS (text messages)
and email alerts to account holders. You must sign up to
receive alert messages to your mobile device.
Employees with a @tncc.edu address will receive alerts
to their official email by default. Students will receive
alerts to their VCCS email accounts also by default.
Subscribers can self-manage their accounts to register
or deactivate the service, update phone numbers or
email addresses, and join the group Thomas Nelson
Alert. Messages sent from Thomas Nelson will have a 79516 prefix.

2. Alertus: A desktop alert that overrides the L aseares
computer screen. You must be logged into the TNCC Alert
network for it to work at your workstation. This Testing
system will display the same message sent by SYSTEM TEST ofthe Alertus emergency alert system.

the e2Campus application. This application only ﬁ;ﬂ:tg:f::;?o:m:mﬁ:"’;m
works on those systems logged into the Thomas ‘
Nelson network. = ___

3. Informacast: Informacast is a software solution
that transforms Cisco phones, overhead
speakers, and other devices into a paging and
emergency notification system.

4. Federal Signal Mass Notification Towers: Located on the
Hampton campus by the library, the Peninsula Workforce
Development Center, and at the Historic Triangle
campus, this system produces tone and voice messages
that can be hear by personnel outside of the college
buildings.

5. Campus Monitors: Located in multiple areas these
screens are capable of displaying emergency data and instructions.

6. Emergency Web Page: A web page emplaced by Thomas Nelson during
incidents to provide additional information in greater detail that can be sent
over e2Campus. This is where to find contact numbers and the
condition(s) on campus.
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Medical Emergencies: Medical emergencies will occur at Thomas Nelson, and it

is important that members of the college community understand how to respond
to protect human health and safety. Medical emergencies can occur at any time
and may be the result of traffic accidents, slips or falls, pre-existing health
conditions, workplace accidents, etc.

1. Preparation: To prepare for a potential medical emergency, consider the
following

Receive CPR and First Aid training.

Know the locations of Automatic External Defibrillators (AED) and
receive AED training.

Maintain an adequate supply of prescription medication(s) with you, if
necessary.

Update your emergency contact information — in the event that
someone must be contacted in an emergency.

Notify your supervisor and/or co-workers of health conditions, if you
are comfortable doing so and it is necessary for your safety in the
event of an emergency.

Know or maintain contact information for your primary care physician
and the location of hospitals near your work and home.

2. Procedures/Response: If someone requires immediate medical attention:

a.

Immediately call or have someone call 911 and report the

emergency. Provide the following information:

e Type of emergency

e Building address and the exact location of the victim

e Condition of the victim

e |dentity of the victim suspected or known cause of the injury or
illness

e Any dangerous conditions

Provide first aid and medical assistance as necessary, if trained.
Follow instructions of the Emergency Dispatcher.

Do not move the victim, unless the person is in immediate danger.
If the victim is conscious, try to comfort him/her and obtain medical
information (i.e., medical problems, medications, etc.). Any medical

information will assist medical personnel if the victim loses
consciousness.
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f. If the Campus Police are not on scene, have someone meet the
ambulance at the building entrance or at a safe location and direct
emergency personnel to the victim.

g. Contact Campus Police at (757) 825-2732 to advise them of the
situation. Police contact after hours, weekends and holidays is
(757) 879-3649

Evacuations:

A building may need to be evacuated due to a fire or other unforeseen
emergency such as utility failure, chemical spill, structural damage, or
violence. In these situations, the fire alarm system or other alert
notification system may be used to initiate a building evacuation; however,
verbal commands from staff, faculty, police or other emergency response
personnel may also be used. Whenever a fire alarm is activated or verbal
commands are given, all individuals must begin exiting the building and
proceed to their designated assembly area(s) (Appendix A).

All buildings must have continuously unobstructed exit paths to permit
prompt evacuation and allow immediate access for emergency response
personnel. Students, faculty and staff should familiarize themselves with
the exit routes and assembly areas (Appendix A).

It is the responsibility of supervisors, faculty and staff to ensure that
employees and students are familiar with evacuation signals, evacuation
routes, exterior designated assembly areas (Appendix A), and other
procedures related to evacuation.

Definitions:
a. Emergency Response Personnel: Includes law enforcement

personnel, fire and rescue personnel, hazardous materials units,
ambulance services, emergency public safety personnel, etc.

b. Assembly Area: An exterior area designated for each facility, which
has been determined to be inherently safe due to its location (i.e.,
will not impede with emergency responders, not located near
vehicle traffic or roadway intersections, etc.). The area is used to
assemble and account for building occupants following an
evacuation. These areas ensure that evacuees remain a safe
distance from the building during an emergency, do not interfere
with emergency response operations, and facilitate communication
during an emergency. Thomas Nelson’s assembly areas are
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identified on the fire evacuation plans in each facility. Appendix A
provides an overview of campus assembly points.

Exit Path: A continuous and unobstructed way of exit travel from

any point in a building or structure to a point outside of the building

or structure. All facilities must have continuously unobstructed exit

paths to permit prompt evacuation and allow immediate access for

responding emergency personnel. An exit path consists of:

e Corridors, stairways, and/or aisles leading to an exit door.

e An exit door.

e The path or way outside of the exit door that leads away from
the building.

Emergency exit route signs are posted throughout campus
buildings. Each sign identifies primary exit routes and alternate exit
routes.

During an Evacuation:

Remain calm.

Immediately stop what you are doing.

If time, conditions and safety permit, take important personal items with
you (i.e., car keys, purse, medication, glasses, etc.). Leave everything
else. Instruct students to do the same.

Walk directly to the nearest exit, assisting students and visitors with
evacuation procedures. Move quickly; however, do NOT run, push or
crowd.

Check doors for heat before opening by touching it near the top with
the back of your hand. Do NOT open a hot door.

If smoke is present, stay low and crawl to your exit.

Do NOT use elevators.

Use handrails in stairwells, and stay to the right.

Keep noise to a minimum so you can hear emergency instructions.
Assist people with disabilities/special needs and those unfamiliar with
evacuation procedures.

Once outside, move quickly away from the building and to your
assembly area, unless otherwise instructed.

Actively assist in keeping roadways and walkways clear for emergency
personnel.

Do NOT return to the building until instructed to do so.

Accountability: Immediately following an evacuation, attempt to identify

missing persons and relay the names and suspected location to
emergency response personnel.
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FEire. Deaths and damages caused by fires can be mitigated if proper preparation
and response procedures are taken by individuals during a fire. This policy
provides information to help individuals plan, prepare, and respond to a fire.

1. Procedures:

Remain calm.

Activate the nearest fire alarm pull station.

Call 911 from a safe location. Prepare to give the following
information:

o Exact location of the fire (campus, building name and room
number)

Location of the fire or smoke within the facility

Cause of fire (if known)

Number and type of injuries (if known)

Your name

o Any other information that you think would be beneficial

Fire extinguishers. Thomas Nelson has no expectations that untrained
personnel should attempt to extinguish any fire. However, if you have
had training and the fire is small (waste basket size), you may attempt
to extinguish it. If, after 5 seconds of extinguisher employment, there
is still fire, evacuate immediately.

EVACUATE if you cannot extinguish the fire.

For larger fires, GET OUT,; close doors as you leave to confine fire as
much as possible.

If clothing catches fire, STOP.....DROP.....ROLL.

Do not allow the fire to come between you and the exit.

Follow the evacuation procedures found in paragraph D., Evacuations.
Proceed to the assembly area and verbally warn others to evacuate
the building as you exit the building. Direct students and visitors to the
assembly area. Assembly areas are found in paragraph D.,
Evacuations.

If you are unable to exit the building, notify a person who is exiting the
building, notify police by dialing 911, shout for assistance, drop an
object to the ground from an exterior window, or hang a highly visible
object from a window to get the attention of emergency response
personnel.

Do NOT re-enter the building until authorized by emergency personnel.

o O O O

2. Evacuation Tips:

Feel doors with the back of your hand for heat. Do NOT open the door
if it is hot. If the door is not hot, open it slowly. Stand behind the door
and to one side; be prepared to close it quickly if fire is present.
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If smoke is present, stay as low as possible and crawl to an exit door.
Keep one shoulder against the wall as you exit the building to avoid
becoming lost.

Do NOT use elevators.

Knock on closed doors as you leave and yell “Fire!” on your way out.
Make note of the location of anyone who may have been unable or
refused to evacuate.

If trapped in a room:

o

(@]

o

Retreat. Close as many doors as possible between you and the
fire.

Seal cracks around the door to prevent smoke from entering. Call
911 and report your location.

Be prepared to signal from a window but DO NOT BREAK THE
GLASS unless absolutely necessary (outside smoke may be drawn
in).

Open the window a few inches for fresh air and hang a highly
visible object from the window.

Severe Weather. Weather emergencies can pose serious threats to employees
and students. Severe weather includes high winds, thunderstorms, lightning
storms, hail, floods, tornadoes, hurricanes, extreme heat or cold, and other
weather systems that have the potential to create safety hazards or cause
property damage. For the complete Thomas Nelson Inclement Weather Plan
and Frequently Asked Questions (FAQ), please visit http://thcc.edu/about-
2/general-information-2/inclement-weather-procedures/

1. Definitions:

a.

Watch: A “watch” is issued when conditions are favorable for the
development of severe weather within or close to the watch/
listening area, but the occurrence, location, and/or timing is still
uncertain. Itis intended to provide enough lead time so those who
need to set their plans in motion can do so.

Warning: A “warning” is issued when severe weather is confirmed
by radar or reported by storm spotters. Warnings advise of a threat
to life or property. If you are in the affected area, you should seek
safe shelter immediately.

Advisory: An “advisory” is issued when a hazardous event is
occurring or has a very high probability of occurrence. Advisories
describe events that cause significant inconvenience.
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Severe Weather/Thunderstorm: Severe thunderstorms are defined
as winds of 58 mph or higher and/or hail 3/4 inch in diameter or
larger.

Tornado Watch: A tornado watch is issued when severe
thunderstorms and tornadoes are possible in and near the watch
area. When a tornado watch is issued, stay tuned to local radio,
TV, or NOAA weather radio for further information and possible
warnings. Consider shelter operations and be prepared to take
cover if necessary.

Tornado Warning: A tornado warning is issued when a tornado is
imminent. When a tornado warning is issued, seek safe shelter
immediately.

Response. If the area is under a tornado WARNING, seek shelter
immediately! Direct students and visitors to the shelter locations.

Go IMMEDIATELY to:
o The nearest Severe Weather Shelter Area OR
o An appropriate area capable of providing protection from the event:
= Hardened structure
» Interior hallway or room free of windows or other glass
structures
= At the lowest level in the building; use stairs, do NOT use
elevators
Use your arms to protect your head and neck. Protect your body from
flying debris with any available furniture or sturdy equipment.
Do NOT open windows.
Take account of your co-workers and/or students and attempt to locate
missing persons if safety permits.

Severe Weather Shelter Areas. An appropriate shelter area capable of

providing protection from severe weather should have the following
characteristics:

Be located in an interior room of hardened structure (e.g., conference
room, classroom, hallway, bathroom, or office). Seek shelter in a
hardened structure if you are located in a modular, prefabricated, or
temporary structure.

Be free of windows and other glass structures.

Be at the lowest level in the building.

Thomas Nelson identifies the storm shelter location with a yellow decal
placed above the doorway of locations that are storm shelters.
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4. Suggested Contingency Plans for Severe Weather:

a.

Open Buildings (auditoriums, gymnasiums, etc.). Try to get into the
restroom or an interior hallway. If there is no time to go anywhere
else, seek shelter right where you are. Try to get up against
something that will support or deflect falling debris. Protect your
head by covering it with your arms.

Automobiles. Get out of your vehicle and try to find shelter inside a
sturdy building. A culvert or ditch can provide shelter — lie down flat
and cover your head with your hands. Do NOT take shelter under
a highway overpass or bridge.

Outdoors. Try to find shelter immediately in the nearest substantial
building. If no buildings are close by, move away from the
tornado’s path at a right angle. If there is no time to escape, lie
down flat in a ditch or depression and cover your head with your
hands.

5. After a Severe Weather Event:

Watch out for and stay away from fallen power lines. Report downed
power line to Campus Police.

Stay out of the damaged area.

Help injured persons if you can do so without putting yourself in risk of
injury. Provide first aid if you are trained. Report injuries. Do NOT
move seriously injured persons unless they are in immediate danger.
Use the telephone only for emergency calls.

Be aware that utilities such as gas, power, and water lines may be
damaged. If you are aware of a gas leak, power outage, utility failure,
or other building damages, report the issue.

Wait for instructions from College officials, Campus Police and/or
Security Officers.

Earthquake. An earthquake cannot be forecasted; therefore, it is best to be
prepared at all times. Earthquakes can seriously damage buildings and their
contents and disrupt gas, electric and telephone services. Aftershocks can occur
for weeks following an earthquake. In many buildings, the greatest danger to
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people in an earthquake is when equipment and non-structural elements such as
ceilings, partitions, windows and lighting fixtures shake loose.

1. Response:

a.

If you are indoors, stay there until the shaking has stopped and you
are sure exiting is safe. Stay calm and take precautions to protect
yourself from potential debris:

DRORP to the floor.

COVER by getting under a sturdy table or other piece of
furniture.

HOLD ON until the shaking stops. If there is no table or desk
near you, cover your face and head with your arms and crouch
in an inside corner of the building.

Stay away from glass, windows, outside doors and walls, and
anything that could fall, such as lighting fixtures or furniture.
Use a doorway for shelter only if it is in close proximity to you
and if you know it is a strongly supported, load-bearing
doorway.

Be aware that the electricity may go out or the sprinkler systems
or fire alarms may turn on.

Do NOT use elevators.

Stay inside until the shaking stops and it is safe to go outside.

If you are outdoors, move away from buildings, overhangs, trees,
and power lines to a clear area such as a large open public area or
field.

2. After the Earthquake. Once the shaking has stopped:

Exit the building when safe to do so and move to the designated
assembly area. Faculty and staff will direct students and visitors.

Use emergency exit route information posted throughout the building to
determine the quickest route out.

Expect aftershocks.

Use the telephone only for emergency calls.

Be aware that utilities such as gas, power and water lines may be
damaged. If you aware of damaged utilities, report the issue.

Wait for instructions from College officials, Campus Police and/or
Security Officers.
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Active Shooter/Threat. An active shooter/threat is an individual actively engaged

in killing or attempting to kill or seriously harm people. In most cases, active
shooters use firearms and there is no pattern or method to their selection of
victims. Active shooter situations are unpredictable and evolve quickly.
Typically, the immediate deployment of law enforcement is required to stop the
shooting and mitigate harm to victims. Active shooters usually continue to move
throughout a building or area until stopped by law enforcement, suicide, or other
intervention. The alert phrase for an active shooter event is “SECURE IN
PLACE” followed by information regarding the threat.

1. Response. Do NOT activate the fire alarm! The building should not be
evacuated using this method. You should quickly determine the most
reasonable way to protect your own life. You should:

a. RUN. If there is an accessible escape path, attempt to evacuate
the premises. Be sure to:

Warn individuals not to enter an area where the active shooter
may be.

e Have an escape route and plan in mind.
e Evacuate regardless of whether others agree to follow.
e Leave your belongings behind.
e Help others escape, if possible.
e Prevent individuals from entering an area where the active
shooter may be.
e Keep your hands visible.
e Follow the instructions of any police officers.
e Do not attempt to move wounded people.
e Call 911 when it is safe to do so.
b. Hide. If safe evacuation is not possible, find a place to hide where
the active shooter is less likely to find you. Your hiding place
should:

Be out of the active shooter’s view — away from doors/hallways
and behind solid objects, if possible. You can sit on the floor,
out of common view, away from doorways and windows.

Seek cover to provide protection if shots are fired in your
direction (i.e., in a room with a closed and locked door). Cover
is any object that can stop bullets that you can get between you
and the shooter

To prevent an active shooter from entering your hiding place:

o Lock the door.

o Blockade the door with heavy furniture.

o Close, cover, and move away from windows.
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o Silence your cell phone and/or pager (even the vibration
setting can give away a hiding position) and turn off any
source of noise (televisions, computers, radios, etc.).

o Turn off lights.

o Remain quiet.

C. FIGHT. As an absolute last resort, and only when you feel your
life is in imminent danger, attempt to disrupt and/or incapacitate
the active shooter:

e Act as aggressively as possible against him/her.
e Throw items and improvise weapons.

e Work together as a group.

e Commit to your actions.

Reporting the Incident. When possible, call 911 and provide the following
information:

Location of the active shooter.

Number of shooters, if more than one.

Physical description of the shooter(s).

Number and type of weapons held by the shooter(s).

Number of potential victims at the location.

Your location.

Law Enforcement Role/Response and Your Actions. The primary goal of
law enforcement is to eliminate the threat and stop the active shooter as
soon as possible. They will proceed directly to the area in which the last
shots were heard. As the first responders’ primary responsibility is to
eliminate the threat, they will NOT be able to stop to help injured persons
until the environment is safe. Officers will need to take command of the
situation. Expect officers to shout orders and even push individuals to the
ground for their safety. When they arrive, it is important that you:
Remain calm and follow instructions.

Put down any items in your hands.

Immediately raise your hands and spread your fingers.

Keep hands visible at all times.

Avoid making any sudden movements.

Avoid pointing, screaming, and/or yelling.

Information and Assembly Points. After you have reached a safe location
or assembly point, you will likely be held in that area by law enforcement
until the situation is under control, and all witnesses have been identified
and questioned.
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5. Additional Information/Training. The interactive web based courses
identified below will provide additional guidance to individuals so that they
can prepare to respond to an active shooter situation:

e |S-907 — Active Shooter: What You Can Do, available at
http://training.fema.gov/EMIWeb/IS/IS907.asp

e |S-906 — Basic Workplace Security Awareness, available at
http://training.fema.gov/EMIWeb/IS/1IS906.asp

Bomb Threat/Suspicious Package. A bomb threat may come to the attention of
the receiver in various ways. It is important to compile as much information as
possible. Please DO NOT attempt to notify or evacuate an entire building as this
could consume valuable time that would be better used to gather important
information. Keep in mind that the vast majority of bomb threats are false and
are primarily intended to elicit a response from the building occupants. In the
case of a written threat, it is vital that the document be handled by as few people
as possible, as this is evidence that should be turned over to the Thomas Nelson
Police. If the threat should come via e-mail, make sure to save the information
on your computer. Most bomb threats are transmitted over the telephone; thus,
the following instructions are provided with that assumption.

1. Bomb Threat Procedures. A calm response to the bomb threat caller
could result in obtaining additional information. This is especially true if
the caller wishes to avoid injuries or deaths. If told that the building is
occupied or cannot be evacuated at the time, the bomb threat caller may
be willing to give more specific information on the bomb’s location,
components, or methods of initiation.

a. When a bomb threat is CALLED-IN, perform the following actions:

e Remain calm.

e Attempt to keep the caller on the line as long as possible. Ask
him/her to repeat the message.

e Use the Bomb Threat Checklist (Appendix B). Obtain as much
information as possible from the caller.

e |If possible, write down every word spoken by the person.

e If you have caller ID, write down the caller’'s phone number. [f
you do not have caller ID or if the number did not appear, do not
hang up the phone. The telephone where the bomb threat is
received should not be hung up and should not be used again
until after law enforcement arrives on the scene.

e Remember - the caller is the best source of information you
have.

e Immediately after the caller hangs up, use a different phone to
report the threat to Police (911).


http://training.fema.gov/EMIWeb/IS/IS907.asp
http://training.fema.gov/EMIWeb/IS/IS906.asp
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e Remain available, as Campus Police will want to interview you.
e Wait for further direction from them.

b. When a WRITTEN threat is received, perform the following actions:
e Remain calm.
e Avoid handling it unnecessarily in order to preserve possible
evidence.
e Call Police (911) and wait for directions.
c When a bomb threat is received by EMAIL, perform the following
actions:
e Remain calm.
e Print the message.
e Do not close the email message.
e Call Police (911) and wait for further direction from them.
2. Suspicious Item or Package Procedures:
a. When a suspicious item or package is RECEIVED (i.e., by mail,
courier, UPS, FedEx, etc.), perform the following actions:
e Remain calm.
e |If the object or package is un-opened, do NOT open, disturb or
move it.
e If the object or package is opened, do NOT further disturb or
move it. Do NOT try to clean up the substance.
e Clear all persons from the immediate vicinity.
e Call Police (911).
e Close any door or section off the area to prevent others from
entering.
e Move to a safe distance.
e Be available to provide the whereabouts of the suspected object
to the Police.
b. Some physical characteristics of suspicious packages and letters

include, but are not limited to:

Excessive postage

Handwritten or poorly typed addresses
Incorrect titles

Title, but no name

Misspellings of common words

Oily stains, discoloration or odor

No return address
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Excessive weight

Lopsided or uneven envelope

Protruding wires or aluminum foil

Excessive securing material, such as masking tape, string, etc.
Visual distractions

Ticking sound

Marked with restrictive endorsements, such as “Personal” or
Confidential”

Shows a city or state in the postmark that does not match the
return address

Foreign mail, air mail and special delivery

NOTE: These are simply some of the physical characteristics. A
package containing certain characteristics may not warrant further
action. Much should be based upon your own knowledge and
experience of the packages and letters that you normally receive.

When a suspicious item or package is FOUND, perform the
following actions:

DO NOT handle/touch the suspicious item/package.

DO NOT use a cell phone, radio or other transmitter.

All suspicious items should be treated as a bomb until proven or
deemed otherwise.

Persons should be evacuated from around the item.

Retreat to a safe location and call Police (911).

It is important that employees and students are always
cognizant and do not leave brief cases, backpacks, handbags,
etc., unattended. These items could be construed as suspicious
and cause undue time, energy and expense to determine that
the item is “safe.”

Explosive Device Found Procedures:

DO NOT TOUCH — MOVE AWAY IMMEDIATELY to a safe distance.
More distance is always better. As a rule of thumb, go to a point where
you can no longer see the device. Stay away from glass structures.
Advise others to evacuate.

Immediately call Police (911) — DO NOT USE A CELL PHONE!

Use cover. More is always better.

STAY AWAY!
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4. Critical Safety Rules:

e DO NOT TOUCH any unusual or suspicious items.

e DO NOT ACTIVATE THE FIRE ALARM.

e If informed to evacuate, scan your immediate work area for any
unusual or suspicious items as you leave the area.

e All suspicious items should be treated as a bomb until proven or
deemed otherwise.

e NEVER use aradio, cellular telephone, or other transmitter during a
bomb incident.

e Assembly areas should be thoroughly searched for suspicious items
immediately.

e BE AWARE OF SECONDARY DEVICES.

Common Incident Actions. The effort to predict all potential events is unrealistic.

In order to best prepare our students, staff and guests the following general

actions work well in any situation if not covered in the EAP (gas leak, criminal

event, structural failure, aircraft incident, etc.).

e Move to safety if needed; get out of the danger area.

e If you are in an unaffected building, remain there.

e If you are in a building that is affected by the incident, move to an unaffected
area or building.

e Alert campus authorities at (757) 825-2732 or 911 as needed

e Remain alert and observant; the environment may change rapidly.

e Assist others as needed.

Power Outage. In the event that a Thomas Nelson facility or campus loses

power, the following actions are recommended:

e |If after 10 minutes the power has not been restored, faculty should dismiss
their class.

e Ifin an elevator during a power outage, utilize the emergency phone in the
elevator to summon assistance.

Important Phone Numbers and Websites:

1. James City County Alert System:

a. The James City County (JCC) Alert is administered by James City
County and is used to immediately contact you during a major crisis
or emergency. JCC Alert delivers important emergency alerts,
notifications and updates to you on all your devices:

e Email account (work, home, other)
e Cell phone (via SMS)
e Office phone
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e Pager
e Smartphone/PDA

b. When an incident or emergency occurs, authorized senders will
instantly notify you using JCC Alert. JCC Alert is your personal
connection to real-time updates, instructions on where to go, what
to do or what not to do, who to report to, and other important
information. For more information visit:
https://www.jccalert.org/index.php?CCheck=1

City of Hampton Emergency Notification. The city of Hampton offers its
citizens a wide range of information, from emergency notifications,
business announcements, school news, regional issues, neighborhood
updates, and more. For more information, visit
http://www.hampton.gov/enews/

Thomas Nelson Homepage. The College homepage (http://tncc.edu/) will
display information to assist in safety and emergency management during
incidents.

Thomas Nelson inclement weather information is available at
http://tncc.edu/about-2/general-information-2/inclement-weather-

procedures/

Threat Assessment Team. The Threat Assessment Team and Violence
Prevention Committee are committed to improving community safety
through proactive, collaborative, coordinated, objective, and thoughtful
approaches to the prevention, identification, assessment, intervention, and
management of situations that pose, or may reasonably pose, a threat to
the safety, security, and well-being of the campus community. Students,
employees and visitors can report suspected threats on line by clicking the
below icon or by using the TIPS icon located on the extreme lower right of
the Thomas Nelson homepage. See APM 12.10 Workplace Violence
Prevention and Threat Assessment for more information.

l{" W N W, |
T(1P/S

Report Incident

Thomas Nelson Important Phone Numbers. All are in the 757 area code.
e Campus Police Dispatcher: 825-2732

¢ Police contact after hours, weekends and holidays: 879-3649

e Safety Office: 825-2996



https://www.jccalert.org/index.php?CCheck=1
http://www.hampton.gov/enews/
http://tncc.edu/
http://tncc.edu/about-2/general-information-2/inclement-weather-procedures/
http://tncc.edu/about-2/general-information-2/inclement-weather-procedures/
http://nl.tncc.edu/wp-content/uploads/2013/03/APM-12-10-Rev-3-6-13.pdf
http://nl.tncc.edu/wp-content/uploads/2013/03/APM-12-10-Rev-3-6-13.pdf
https://va.moatusers.com/IncidentReport/IncidentReport.asp?q=dh0zniB1r5Bh9HNI3PiRVltmAfpOGOo93UN52K7VjFkBKmrOEf&1=EDJDDD&p=[gu1zn5ary510]&s=oNlpe7cKOUqtHk9x8tGh&x=xhz5EZxdmFch6UljOCXGpT9igqpY40
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e Emergency Preparedness: 825-3450
e Plant Services: 825-2815
e Closings and Inclement Weather information (recorded): 825-3662

M. Important Terms and Definitions:

1.

SECURE IN PLACE. When there is a potentially dangerous situation
taking place in or around the College such as an armed intruder, an active
shooter, or any ongoing threat of injury or death, a “SECURE IN PLACE”
alert may be issued. The goal of a “SECURE IN PLACE” is to place
students and staff in a safe location and isolate the intruder out of your
classroom or office space. This alert is the trigger to lock your classrooms
and offices and follow the Active Shooter instructions in this plan. Do not
give the intruder the opportunity to enter your space or move freely from
room to room and have easy access to students/staff. Please refer to
page 12 for active threat response options.

FWARNING***

THOMAS NELSON CANNOT SECURE THE EXTERIOR DOORS IN A TIMELY
MANNER TO PREVENT THE INTRUDER FROM ENTERING INTO A BUILDING! YOU
MUST SECURE (LOCK) YOUR CLASSROOM OR OFFICE IN RESPONSE TO A
SECURE IN PLACE ALERT.

2.

Shelter in Place. Seek immediate shelter inside a building. This course of
action may need to be taken during a potentially dangerous situation.
These situations can include the release of hazardous materials in the
outside air, an aircraft incident, vehicle file, or other hazards not
associated with an active threat. When you hear the Shelter in Place
alert, immediately go inside the nearest building to a safe location and use
all communication means available to find out more details about the
emergency. Remain in place until police, fire, or other emergency
response personnel provide additional guidance or tell you it is safe to
leave.

Storm Shelter. A location designated to shelter in during severe weather.
Identifiable by the Storm Shelter decal placed above doors that lead to a
safe shelter area. This is the location you move to during a tornado
warning. Itis YOUR responsibility to know where the closest shelter is
located.
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Thomas Nelson Emergency Alert System. An integrated system of voice,
SMS, desktop display and email systems used by Thomas Nelson to
deliver emergency notifications. See page 3 for details.
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Appendix A
Evacuation Assembly Areas

Note: This map provides an overview of campus-wide assembly areas. Each office
and classroom contains a map indicating the designated assemble area for that

particular room.

Parking

Lot

A Assembly Area t' B
g !

2

=

w~— Suggested Evacuation Route ]
& 525 Butler
; Farm Road
Hampton Il

e Building

BUTLER FARM ROAD

]

Drainoge Cand!

Pole with
/A call box

I»»(?] A

Automotiv
Building

Plant Services
Building

Faculty, Staff and 5‘;«
Visitors Parking &
G
& 5
&'
& @s
&
g

T0 BIG;ETHEL ROAD




APM 12.2
Page 22 of 22

Appendix B
Bomb Threat Checklist

Note: This checklist will be a 2-sided document. Both sides are displayed for
convenience.

BOME THREAT CHECKLIST
e N we

Time Caller Phone Number Where

g — e S—
Ask Caller:

Where is the bomb located?

BOMB THREAT

CALL PROCEDURES

Most bomb threats are received by phone. Bomb

threats are sefious until proven otherwise. Act quickly,

but remain calm and obtain information with the checklist

on the reverse of this card.

I a bomb threat is received by phone:

1. Remain calm. Keep the caller on the line for as long as
possible. DO MOT HANG UP, even if the caller does.

2. Listen carefully. Be polite and show interest.

3. Tryto keep the caller talking to leam more information.

4. [f possible, write a note to a colleague to call the
authorities or, as soon as the caller hangs up,

Whan will it go off?

‘What does it look like?

What kind of bomb is it?

‘What will make it explode?

immedistely notify them yourself. Did you place e bomb? _ Yes Mo
5. If your phone has a display, copy the number and’or Why?
letters on the window display. i

6. Complete the Bomb Threat Checklist (reverse side)
immediately. Write down as much detail as you can
remember. Try to get exact words_

7. Immediately upon termination of the call, do not hang
up. but from a different phone, contact 811
immediately with information and await instructions.

If a bomb threat is received by handwritten note:

= Dial 811

= Handle note as minimally as possible.

‘What is your name?
Exact words of the threat:

INFORMATION ABOUT THE CALLER

Where is the caller located? (Background and level of noise)

If a bomb threat is received by email: Estimated age:
= Dial 811

* Do not delete the message.

Is woice familiar? K so, who does it sound Fke?

Ctther painis:
Signs of a suspicious package: Caller’s Voice Background Sounds:  Threat Language:

Accent O  Animal Moises O  Incoherent
- - B Angry O House Moises O Message read
Mo return address Poorly handwritte
™ 2ory ha " Calm O KichenMoises O Taped
= Excessive postage = Misspelled words Clearngfhroat [ Street Noises O rational
= Stains *  |mcomect titles Coughing O Booth O Profane
- odar = Foreign postag Cracking woica O PAsystem O Wel-spoken
Strangs R - n_ = Crying O Conwersation O Other
= Sirange sounds * Restrictive notes Deep O Music
= Unexpected delivery Deep breathing O Motor
Disguised 0O Clear
DO NOT: Ditstinct O Static
* Use two-way radios or cellular phone; radio signals Excited O Office machinery
have the potential to detonate a bomb. Female g E::Trrmdinew
= Ewacuate the building until police arrive and evaluate Lisp O Long distance

the threat.
= Activate the fire alarm.
= Touch or move a suspicious package.

Dial 911 to report

0odo000O00d0000000000C0O0OoOoooo
E
g

Bomb Threat(s)
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AUDIT SUMMARY

We have audited the basic financial statements of the Virginia Community College System
(System) as of and for the year ended June 30, 2015, and issued our report thereon, dated October
13, 2016. Our report, included in the System’s basic financial statements, is available at the Auditor
of Public Accounts” website at www.apa.virginia.gov and at the System’s website at www.vccs.edu.
Our audit of the System found:

e the financial statements are presented fairly, in all material respects;

e internal control findings requiring management’s attention; however, we do not
consider them to be material weaknesses; and

e instances of noncompliance or other matters required to be reported under
Government Auditing Standards.

Our audit also included testing over the major federal programs of the Student Financial
Assistance Programs Cluster for the Commonwealth’s Single Audit as described in the U.S. Office of
Management and Budget Circular A-133 Compliance Supplement; and found internal control findings
requiring management’s attention and instances of noncompliance in relation to this testing.
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FINANCIAL INTERNAL CONTROL AND COMPLIANCE FINDINGS

INFORMATION SYSTEMS

Improve Oversight of Information Technology Third-Party Service Providers

The Virginia Community College System Office (System Office) does not have a defined
process to gain assurance that its information technology (IT) third-party service providers
(providers) have secure IT environments that protect sensitive data.

Specifically:

e The System Office does not have a complete list of providers.

e The System Office’s contracts do not contain language requiring the providers to
share the results of an independent audit of the providers’ IT controls.

e The System Office does not have formal procedures or processes to review and
evaluate independent audits of the providers’ IT environments.

e The System Office requires its providers to sign non-disclosure agreements agreeing to
provide certain security controls over the System Office’s sensitive data; however, the
agreements do not cover specific IT security requirements, such as change
management, identification of vulnerabilities, and other information security activities.

The System Office and 23 individual community colleges follow the System Security Standard,
which is based on the International Organization for Standardization Standard 27002 (ISO Security
Standard). While absent from the System Security Standard, the ISO Security Standard, section 15.1,
requires organizations to create agreements that defines the provider’s obligation to periodically
deliver an independent report on the effectiveness of controls. The agreement should also require
the provider’s timely correction of relevant issues raised in the report.

Additionally, the System Security Standard, section 10.2.1, requires that providers implement
controls that meet the System Security Standard to enable the providers to sustain the same
safeguards over sensitive data. The System Office can obtain assurance over these controls in several
forms, including, but not limited to, Service Organization Control (SOC) reports, independent audit
reports, or on-site reviews of the provider’s internal control environment.

Without a defined process to gain assurance over providers’ IT environments, the System
Office cannot consistently validate that those providers have effective IT controls to protect its
sensitive data. The lack of a defined process and procedures is the result of an outdated System
Security Standard that does not align with the current version of the ISO Security Standard. The
System Office bases some of the components of the System Security Standard on a superseded
version of the ISO Security Standard, which does not require providers to periodically deliver an
independent report on the effectiveness of controls. Additionally, the System Office’s IT department
lacks sufficient resources to adequately manage and review their providers’ IT environments.

Fiscal Year 2015




The System Office should update the System Security Standard to align with the requirements
in the current ISO Security Standard and formalize a process to gain assurance that its providers have
secure IT environments to protect sensitive data. The System Office should maintain a complete list
of its providers and assign responsibility for managing the list to a designated individual or a service
management team. Also, the System Office should include language in all provider contracts
requiring the provider to produce independently verified assurance on the effectiveness of its IT
controls. After the System Office develops a formal process, it should incorporate the process into
its information security program.

Improve Vulnerability Scanning Program

The System Office does not have adequate procedures for performing vulnerability scans of
sensitive and mission critical systems, which are relied upon by the 23 community colleges and the
System Office. The System Office is responsible for scanning 575 internally facing and 286 externally
facing servers that support its network and daily business functions. However, the System Security
Standard does not include a frequency requirement for vulnerability scanning activities, and does
not include a time requirement for remediating legitimate vulnerabilities. Additionally, there are no
formal processes documented for evaluating, testing, and remediating vulnerabilities for its
centralized sensitive and mission critical systems.

The ISO Security Standard, which serves as the basis for the System Security Standard,
requires organizations to obtain vulnerability information and perform corrective action in a timely
fashion. However, without defining the required frequency for performing vulnerability scans and
the timeframe to remediate the vulnerabilities identified, variances in the quality and timing of
vulnerability scanning and remediation procedures occur among the System Office and colleges.

The System Office does not have specific procedures to address the vulnerability
management process due to its inability to fill vacant positions and other competing priorities.
However, the System Office has made progress in updating the System Security Standard to align
with the ISO Security Standard. The System Office should continue to dedicate the necessary
resources to update the System Security Standard and supporting procedures to define a frequency
for performing vulnerability scans and remediation efforts. The System Office should also develop
formal processes to evaluate, test, and remediate vulnerabilities, which will improve the System
Office’s compliance with current industry standards.

Improve Operating System Security

The System Office does not use some required and essential operating system security
controls to properly secure a database server supporting a mission critical system.

We identified four essential controls that do not meet the System Office’s information

security requirements and industry best practices. The details of these control weaknesses were
communicated to management in a separate document marked Freedom of Information Act Exempt
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(FOIAE) under Section 2.2-3705.2 of the Code of Virginia due to its sensitivity and description of
security controls.

The System Office should dedicate the necessary resources to implement and improve the
controls discussed in the communication marked FOIAE to meet, at a minimum, the requirements
outlined in the System Security Standard and industry best practices.

Improve Effectiveness of Administrative Information System Access Controls

The Virginia Community College System Office has not established an effective method to
ensure Administrative Information System (AIS) access levels are appropriate at all System colleges.
Some colleges are unaware of the resources available to them to assist in establishing roles and
preferences needed to reduce risk of inappropriate AIS access levels as detailed in the finding
entitled, “Assign System Access Based on Least Privilege,” included in the report below.

The System Security Standard, section 11.2 — User Access Control, dictates the principle of
least privilege must be used by each college and the System Office in the assignment of security roles
and responsibilities. Granting access based on the principle of least privilege is a best practice for
maintaining security over critical systems. Allowing excessive access to critical systems increases the
risk of compromising data integrity and increases unnecessary exposure to sensitive data.

The System operates under a distributed security model and, as such, the System Office
developed AIS user manuals and access guides for use by community college security officers and
business officers. These guides, however, do not provide sufficient detail to effectively communicate
how to establish appropriate roles and preferences to minimize segregation of duties issues at the
community college level. Additionally, over the last several years System Office staff have provided
various trainings and communications to community college personnel regarding AIS access
management; however, there remains an overall lack of awareness of the tools available to each
college to help manage access. For example, many community colleges are not aware of and are not
using queries developed by the System Office to help detect potential AIS access conflicts. While
there are likely other contributing factors to the lack of awareness at the college level, such as
employee turnover, the current approach to education and access management would benefit from
further refinement.

As the System implements its Shared Services Center, some existing access conflicts may be
mitigated by centralizing community college business processes; however, since the Shared Service
Center implementation will occur in phases, it will not provide an immediate resolution to the
deficiencies noted in the current environment. The System Office should work with various
stakeholders, including community college personnel and its Audit and Consulting team, to develop
and implement a plan to ensure the individual community colleges establish and maintain
appropriate AIS access levels. The System Office should consider developing a mechanism for
periodic monitoring of potential conflicting roles to the community colleges and help individual
colleges to reduce risk when conflicting roles are needed. Colleges must justify why conflicting access
is necessary and establish compensating controls or adjust employee responsibilities to eliminate the

Fiscal Year 2015




need for conflicting access. Open communication between individual community colleges and the
System Office regarding access is critical in ensuring that colleges have the tools and knowledge
necessary to establish and evaluate employee AIS access. Additionally, the System Office should
also use the implementation of the Shared Services Center to help colleges right-size access levels
based upon actual needs.

Assign System Access Based on Least Privilege

Applicable to: Mountain Empire Community College
New River Community College
Northern Virginia Community College (repeat finding)
Patrick Henry Community College
Virginia Highlands Community College
Wytheville Community College

The colleges identified are not consistently granting access to systems based on the principle
of least privilege. The colleges also failed to identify users with segregation of duties conflicts during
system access reviews. We noted instances in which the colleges granted employees Administrative
Information System (AIS) and Student Information System (SIS) roles and privileges that were not
necessary to perform job duties. Our review also noted the colleges lack adequate documentation
to support effective design and operation of compensating controls when segregation of duties
conflicts are unavoidable.

The System Security Standard, Section 11.2 — User Access Control, dictates the principle of
least privilege must be used by each college and the System Office in the assignment of security roles
and responsibilities. Granting access based on the principle of least privilege is a best practice for
maintaining security over critical systems. Allowing excessive access to critical systems unnecessarily
compromises data integrity and increases exposure to sensitive data.

As noted in the finding above entitled, “Improve Effectiveness of Administrative Information
System Access Controls,” there are many potential causes of access management deficiencies at the
various colleges. Management of each college should review and update SIS and AIS user access to
exercise appropriate segregation of duties and eliminate access to conflicting roles. Larger colleges
should eliminate unnecessary access to conflicting roles or should redesign business processes and
the responsibilities of individual employees to eliminate the need for conflicting access. As a last
resort, larger colleges may implement compensating controls to mitigate the risk of employee access
to conflicting roles; however, the college should maintain documentation as evidence to show the
implementation and effective operation of compensating controls. Small colleges, which may have
fewer employees available to process transactions, may need to compromise the principle of least
privilege and proper segregation of duties to ensure business operations function normally.
However, management should strive to minimize risk of having users with significant access conflicts
by implementing compensating controls, for example, documented review of queries designed to
identify exceptions to normal internal control processes.

Fiscal Year 2015



Deactivate User Access Promptly Upon Employee Separation
Applicable to: Mountain Empire Community College

New River Community College

Wytheville Community College

Several colleges did not remove access to college and statewide applications in a timely
manner or do not have a process in place to ensure timely removal. Specifically, we noted the
following deficiencies, listed by college:

Mountain Empire

e Mountain Empire staff did not delete employee access to the Commonwealth’s eVA
Electronic Procurement System (eVA) promptly for six individuals at the college (60
percent) due to oversight by the College’s eVA Security Officer.

New River
e New River staff did not delete employee access to eVA promptly for two out of five
individuals sampled (40 percent).

e One employee continued to have Student Information System (SIS) access after
terminating employment with the College.

e Three employees did not have the required Information Technology Account
Request Form on file indicating the date of removal of their access.

Wytheville
e Wytheville staff did not delete employee access to SIS promptly for two out of eight

individuals sampled (25 percent).

The eVA Electronic Procurement System Security Standards, Section 2.8 - Deactivation of eVA
Access, requires institutions to deactivate eVA access when the requirement for access no longer
exists. Additionally, in accordance with the ISO Security Standard, Section 9.2.6, Removal or
adjustment of access rights, “The access rights of all employees and external party users to
information and information processing facilities should be removed upon termination of their
employment, contract or agreement, or adjusted upon change.” Untimely deletion of access to
applications or sensitive systems can expose the colleges to inappropriate activity by individuals no
longer employed by the institution.

The colleges should implement procedures to adhere to the eVA Electronic Procurement
System Security Standards. This policy outlines the responsibility of the eVA Security Officer when
there is a separation of an employee, transfer, or a change of duties. Additionally, the Colleges
should ensure existing procedures allow for the timely termination of information systems access
based on employee’s employment status or job responsibilities or should update procedures to allow
for timely removal of access.
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BUSINESS PROCESSES

Improve Fixed Asset Inventory and Tracking

Applicable to: New River Community College
Southwest Virginia Community College
Wytheville Community College

The colleges identified did not complete a full fixed asset inventory as required by the
Commonwealth Accounting Policies and Procedures (CAPP) Manual. Specifically, we noted the
following deficiencies, listed by college:

New River
e One asset purchased in 2014 did not have the assigned tag affixed. The asset was
still in the box and has not been placed into operation.

e One asset purchased in 2010 did not have the assigned tag affixed. The asset was
still in the box and has not been placed into operation.

e One asset was transferred to Wytheville Community College. No audit trail was
available to record the transfer and the asset remains in New River’s fixed asset
system.

e One asset, identified as surplus during fiscal year 2014, remains in the fixed asset
system.

Southwest Virginia
e Southwest Virginia transferred one asset to a fellow community college during fiscal
year 2014, but the asset remained in Southwest Virginia’s fixed asset system.

e Two assets, identified as surplus during fiscal year 2014, remain in the fixed asset
system.

e Two assets did not have the assigned tag affixed to the asset.

Wytheville
e Wytheville personnel did not properly reconcile its fixed asset inventory in

accordance with the Virginia Community College System Capital Assets Policies and
Procedures Manual (CAPPM).

e Wytheville improperly removed a substantial portion of its assets from its
accounting records. After fiscal year end, System Office staff detected these
disposals and made corrections to properly report depreciable asset balances in the
consolidated System financial statements. In an attempt to improve the process,
Wytheville implemented an internal policy of conducting rolling quarterly audits as
a means of reconciling its fixed asset inventory and identifying missing items. These
ancillary audits have uncovered additional errors not corrected during the fiscal year
2015 reporting process; and while these errors are not likely to be material to the
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consolidated financial statements, they further indicate a weakness in Wytheville’s
internal control over fixed assets during fiscal year 2015.

The System Capital Assets Policies and Procedures Manual and Topic 30505 of the CAPP
Manual requires a physical inventory of capital assets at least once every two years in order to
properly safeguard assets and maintain fiscal accountability. Discrepancies between recorded and
actual inventories must be resolved in a timely manner through the submission of revised input
forms and tagging, if necessary. Topic 30705 of the CAPP Manual, Surplus Property Management
requires an agency to reclassify an asset to surplus when the agency determines that the asset has
served its useful purpose, is no longer functional, cannot be repaired or improved, or is not needed
within the agency.

Insufficient inventory of the college’s physical assets increases the risk of misappropriation of
college property, and may contribute to the inclusion of inaccurate information in the fixed asset
system and financial statements. The primary cause for not removing assets from the fixed asset
system for each college is indeterminable; however, a proper and effective inventory should result
in an accurate accounting of equipment, and indicates the reliability of the system of control for
acquiring, using, and disposing of equipment.

Management of each college should evaluate current inventory and tracking procedures and
implement corrective action to ensure proper monitoring of fixed assets in accordance with state
requirements. Additionally, management of each college should ensure that upon completion of a
full inventory, the college corrects discrepancies and removes surplus assets from its fixed asset
system.

NEW RIVER COMMUNITY COLLEGE

Approve Revenue Journal Entries Timely

New River personnel did not approve or post daily revenue journal entries to the general
ledger in a timely manner. Although personnel submitted entries to the Commonwealth Accounting
and Reporting System (CARS) timely once posted to the general ledger, the college posted 18 out of
25 journal entries reviewed (72 percent) to the general ledger in a delayed manner due to untimely
approval. The primary cause of untimely approval of the entries was a delay in providing the journal
entries to the Cashier for entry. Once the appropriate personnel provided the entries, the Cashier
backdated the journal entries and submitted them for approval.

According to CAPP Manual Topic 20905, basic objectives of the classification, recording and
summarization processes include monthly certification by the fiscal officer that all CARS general
ledger account balances for the agency will be correct after the agency processes any needed Agency
Transaction Voucher and/or Interagency Voucher entries.

Untimely approval and posting of journal entries can result in inaccurate data within college
AIS accounts while the journal entry remains in a pending status. In addition, since information
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transfers to the Commonwealth’s accounting system using an interface process, CARS will not reflect
accurate and current information until after the college posts the entries to the general ledger.

Management should evaluate current procedures for approving and posting revenue journal
entries to the general ledger and should implement corrective action to review and approve journal
entries in a timely manner. Management should also implement procedures to review “pending”
journal entries periodically as a reminder to ensure proper posting to the general ledger.

Improve Documentation of myVRS Navigator Reconciliation Process

New River Human Resources personnel completed a monthly reconciliation between the
Virginia Retirement System’s (VRS) myVRS Navigator and college internal records; however,
personnel did not retain documentation to provide an audit trail showing completion of the
reconciliation, resolution of reconciling items and review of applicable exception reports, including
the Personnel Management Information System (PMIS) Cancelled Records Report and the VRS
Automated Recon Reports noted in the Department of Accounts’ (DOA) Payroll Bulletin 2013-02.
Additionally, the college does not have formally documented procedures to use as a reference in
performing the reconciliation.

The “Contribution Confirmation and Payment Scheduling” section of the VRS Employer
Manual requires the contribution snapshot be reviewed and reconciled prior to confirmation to
ensure reporting of accurate data to VRS and DOA.

Inadequately documented procedures can lead to inconsistencies in the reconciliation
process. By not documenting the reconciliation and review of exception reports, New River is unable
to provide an audit trail to confirm timely identification and resolution of discrepancies and
exceptions between myVRS Navigator and employee records. Insufficient or untimely reconciliation
can lead to improper confirmation of retirement contributions, which can impact financial reporting
and assumptions made by VRS in setting contribution rates.

Management should evaluate and document current procedures for completing myVRS
Navigator reconciliations and retain appropriate documentation for audit purposes. Management
should compile and retain a comprehensive reconciliation to include the comparison between the
contribution snapshot and the College’s payroll system, documentation for resolution of reconciling
items, and review of applicable exception reports.

PATRICK HENRY COMMUNITY COLLEGE

Improve Financial Reporting for Accounts Receivable

Patrick Henry’'s written policies for establishing an allowance for doubtful accounts and
writing off past due accounts are insufficient and not detailed enough to ensure consistent allowance
calculations and write-offs. Patrick Henry personnel did not apply an allowance for doubtful
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accounts to the majority of account types, including student receivables, which comprise the largest
portion of the College’s accounts receivable balance. In addition, the College does not maintain
detailed procedures detailing the allowance estimate calculation process, nor does the College
determine an appropriate percentage to be used based on historical information or other relevant
data. Additionally, the College does not perform write-offs regularly and recorded accounts
receivable for balances in accounts past due greater than 180 days, which is their established cut-off
for the write-off of past due accounts.

The Commonwealth Accounting Policies and Procedures (CAPP) Manual Topic 20505
provides procedures for ensuring that accounts receivable are fairly presented in accordance with
generally accepted accounting principles. Colleges must maintain an accurate record of accounts
receivable in order to provide an aged trial balance of receivables. Additionally, CAPP Manual Topic
20505 requires realistic estimates of, and proper accounting for, doubtful accounts and adequate
documentation of the methodology used to estimate doubtful accounts. The estimated allowance
for doubtful accounts methodology should be based upon historical data or other pertinent
information relative to the receivables in question.

By not using historical data to establish an allowance percentage, not applying an allowance
amount to student accounts, and not consistently writing off past due accounts that are deemed
uncollectible, there is an increased risk of reporting inaccurate accounts receivable information to
the System Office via the required year-end financial schedules. As the financial schedules provide
the basis for the consolidated VCCS financial statements, any deficiency in reporting accounts
receivable could result in a misstatement of the VCCS financial statements.

Management should improve its documented procedures for the calculation of the allowance
for doubtful accounts, which should include significant assumptions regarding collectability of certain
types of receivables and methodology used in the calculation. Management should also improve
policies and procedures regarding the write-off of uncollectible accounts. Sufficient written
procedures will allow for a consistent calculation of accounts receivable when there is turnover in
financial positions and reduce the risk of reporting inaccurate accounts receivable information.

Retain Audit Support for Financial Statement Schedules

The Patrick Henry Business Office was unable to provide supporting documentation and
calculations for the amount reported to the System Office for summer faculty wages paid or accrued.
The audit could not confirm the accuracy of the amount reported as the Business Office could not
provide source information showing the calculation of the amount.

CAPP Manual Topic 21005 — Records Retention and Disposition, outlines minimum record
retention periods for audit support, and the policy applies to all records relating to payroll. The topic
states that agency level copies of support required for audit should be retained for three years or
until audited by the Auditor of Public Accounts. The reason that College personnel did not retain

supporting documentation was indeterminable.
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Insufficient documentation supporting the calculation of amounts included in financial
schedules submitted to the System Office increases the risk that the inaccurate information may be
included in the System’s financial statements. The Patrick Henry Business Office should properly
maintain all supporting calculations for schedules submitted to the System Office.

SOUTHWEST VIRGINIA COMMUNITY COLLEGE

Ensure Proper Monitoring of Auxiliary Contracts

Southwest Virginia personnel did not properly monitor its auxiliary revenue-generating
contracts. The following deficiencies were noted:

e Vendors did not pay 23 out of 24 Bookstore commissions (95 percent) in a timely
manner in accordance with contractual requirements.

e All renewals on the vending contract expired in November 2004. The College has
been receiving commission payments from the same vendor since 2004 without the
issuance of a new Request for Proposals (RFP).

In accordance with § 2.2-4300 of the Code of Virginia (Virginia Public Procurement Act), “it is
the intent of the General Assembly that competition be sought to the maximum feasible degree, that
procurement procedures involve openness and administrative efficiency, that individual public
bodies enjoy broad flexibility in fashioning details of such competition, that the rules governing
contract awards be made clear in advance of the competition, that specifications reflect the
procurement needs of the purchasing body rather than being drawn to favor a particular vendor,
and that the purchaser and vendor freely exchange information concerning what is sought to be
procured and what is offered.”

By not performing due diligence with regard to contract monitoring, Southwest Virginia does
not have timely access to resources derived from commission payments for use in its daily
operations, which should have been paid in accordance with the terms of the contract. Additionally,
without issuing a new vending RFP, the College is unable to negotiate new rates, which may result in
an increase in auxiliary commissions or the opportunity for other vendors to bid for the College’s
business.

Management should review current procedures for monitoring revenue-generating contracts
and evaluate late payments made by a vendor when assessing the vendor’s performance under the
contract. Management should also issue a new Request for Proposals upon expiration of contract
renewals to ensure compliance with the Virginia Public Procurement Act.
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VIRGINIA HIGHLANDS COMMUNITY COLLEGE

Improve Documentation of Policies and Procedures

Virginia Highlands’ current documented policies and procedures lack detailed information
regarding certain Business Office processes. Specifically, the Business Office Procedures Manual
lacks detailed written procedures for establishing an allowance for doubtful accounts and for
assigning and reviewing users’ access roles in SIS.

The Business Office Procedures Manual includes high level explanations of the major Business
Office processes. Best practices include establishing detailed written policies and procedures for
significant fiscal processes. Certain procedures may not be fully documented due to knowledge and
experience of the Virginia Highlands’ veteran employees or former employees; however, a lack of
detailed written policies and procedures over critical business processes increases the risk of
inconsistent application of internal control processes, particularly when the college experiences
vacancies in key positions.

Management should review critical Business Office processes, compare its existing processes
to its current documented policies and procedures, and add additional detail to existing policies and
procedures where necessary. Management should then maintain, review, and update the Business
Office Procedures Manual on an as needed basis.

WYTHEVILLE COMMUNITY COLLEGE

Perform myVRS Navigator Pre-Reconciliations

Wytheville did not perform and document pre-certification reconciliations of the Personal
Management Information System (PMIS) to myVRS Navigator as required by the Contribution
Confirmation and Payment Scheduling chapter of the VRS Employer Manual.

The VRS Employer Manual requires the contribution snapshot be reviewed and reconciled
prior to confirmation to ensure reporting of accurate data to myVRS Navigator. Verifying that the
employee census data in PMIS is consistent with the data in myVRS Navigator ensures the accuracy
of contributions to VRS, proper calculation of pension liabilities reported in the financial statements,
and accuracy of retirement benefits paid out to retirees. By not documenting the reconciliation,
management is unable to provide evidence that Wytheville verified that the data for its employees
is correct in myVRS Navigator.

Wytheville should perform the required pre-reconciliation of PMIS to myVRS Navigator.
Additionally, Wytheville should retain sufficient documentation to demonstrate it performed the
required reconciliation and made the proper changes in each system, as needed.
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FEDERAL INTERNAL CONTROL AND COMPLIANCE FINDINGS

STUDENT FINANCIAL AID

Improve Compliance over Enrollment Reporting

Applicable to: Blue Ridge Community College,
Central Virginia Community College
Germanna, Community College
John Tyler Community College
Mountain Empire Community College
Paul D. Camp Community College
Southwest Virginia Community College
Virginia Highlands Community College

These institutions did not properly report enrollment changes to the U.S. Department of
Education using the National Student Loan Data System (NSLDS):

Blue Ridge Community College did not report timely enrollment changes for 25 out of 35
students (71 percent). The NSLDS enrollment status effective date did not match for 14 students (40
percent) and four students (11 percent) were reported as withdrawn rather than graduated. The
existing data extract provided by the System does not contain withdrawal information for students
that have unofficially withdrawn. In addition, the National Student Loan Clearinghouse is expected
to perform a cross-term comparison to report withdrawal information for students that are no longer
enrolled; however, the comparison does not occur until the end of the semester when the student
does not return.

Central Virginia Community College did not properly report six of 38 students (16 percent).
These students were classified as unofficial withdrawals. Due to turnover, Financial Aid personnel
were unware of the requirement to report unofficial withdrawals.

Germanna Community College did not report timely information for 24 out of 25 students
(96 percent). In addition, enrollment information in NSLDS was inaccurate for 13 out of 25 students
(52 percent). The untimely and inaccurate information transmissions are due to a lack of detailed
policies and procedures and a high level of staff turnover in the Financial Aid Office.

John Tyler Community College personnel did not ensure the timely reporting of enrollment
changes for all 25 students tested (100 percent). Enrollment information in NSLDS was inaccurate for 12
of 25 students (48 percent). The untimely and inaccurate transmissions to NSLDS was due to
transmission issues between the National Student Clearinghouse, upon which the College places reliance,
and NSLDS, along with the number of enrollment errors that College personnel needed to address.

Mountain Empire Community College personnel did not report enrollment changes timely for
four out of 25 students (16 percent). The untimely submission was an oversight.
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Paul D. Camp Community College did not report timely enrollment changes for 16 out of 18
students (89 percent) and did not report enrollment changes for 13 of those students (72 percent).
The untimely and insufficient reporting was a result of the retirement of an employee, changes in
reporting mechanisms and incorrect information technology setups.

Southwest Virginia Community College did not properly report enrollment changes timely for
two out of nine students that had withdrawn (22 percent) and 16 out of 16 students that had
graduated (100 percent). Transmissions were not being completed in a frequency that would ensure
compliance with federal requirements.

Virginia Highlands Community College did not report timely enrollment changes for all 18
graduated students tested (100 percent). The college did not report the students timely because the
Registrar’s staff was unaware they could confer degrees electronically through PeopleSoft and then
complete multiple submissions to NSLDS.

In accordance with Code of Federal Regulations, Title 34 CFR §685.309(b)(2), 34 CFR
§690.83(b)(2), and as detailed in Dear Colleague Letter (DCL) GEN 12-06, unless the institution
expects to submit its next student status confirmation report within 60 days, the institution must
notify the U.S. Department of Education within 30 days of an enrollment change. Additionally, the
NSLDS Enrollment Reporting Guide, published by the U.S. Department of Education, identifies
specific parameters, which institutions must meet to achieve compliance with these reporting
regulations.

Not properly and accurately reporting a student’s enrollment status may interfere with
establishing a student’s loan status, deferment privileges, and grace periods. In addition, the
accuracy of the data the colleges report plays a large part in keeping Federal Direct Loan records and
other federal student records accurate and up to date.

The institutions should evaluate their existing policies and procedures for scheduling and
completing enrollment updates to NSLDS, so that they ensure future compliance with federal
requirements. Where applicable, institutions should ensure that staff are informed of the federal
requirements and training is identified for staff involved in the enrollment reporting process.

Improve Notification of Awards to Students

Applicable to: Central Virginia Community College
Germanna Community College

These institutions are not properly notifying students of Title IV awards. The institutions are
required to provide written notification to students including important details on timing and
method of disbursement and for loans, the rights, options, and requirements of the student loan.

Central Virginia Community College’s Financial Aid Office personnel did not provide award
notifications as required to all 20 students tested receiving a Federal Direct Loan award (100
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percent). This was a result of employee turnover in the Financial Aid Office.

Germanna Community College did not have documentation of award notification, date and
amount of disbursement, or the student’s right or parent’s right to cancel for eight out of 35 loan
recipients reviewed (23 percent). The Financial Aid staff were unaware of the information to be
included within the award notification.

Code of Federal Regulations, Title 34 CFR §668.165(a), requires institutions, prior to
disbursing Title IV, Higher Education Act Funds for any award year, to notify a student of the amount
of funds that the student or his or her parent can expect to receive under each title IV, Higher
Education Act program, and how and when those funds will be disbursed. If those funds include
Direct Loans or FFEL Program funds, the notice must indicate which funds are from subsidized loans
and which are from unsubsidized loans. Additionally, 34 CFR §668.165 (3) (i — ii) indicates that for
direct loans the institution must provide the notice in writing no earlier than 30 days before, and no
later than 30 days after, crediting the student’s account at the institution, if the institution obtains
affirmative confirmation and no later than seven days if the institution does not obtain an affirmative
confirmation.

Not properly notifying students in accordance with Federal Regulations may result in adverse
actions from the U.S. Department of Education and impact the institution’s participation in Title IV
programs. Additionally, improper notification could limit the amount of time a student or parent has
to make an informed decision on whether to accept or reject a loan.

The institutions should review their current policies and procedures for providing notification
to federal aid recipients. Corrective measures should be implemented to ensure that students are
provided timely notifications, which include required elements. Where applicable, the institutions
should ensure that staff are informed of the federal requirements and/or identify training
opportunities for staff involved in the federal aid process.

Improve Reporting to the Common Origination and Disbursement System (COD)

Applicable to: Paul D. Camp Community College
Virginia Highlands Community College

These institutions did not provide timely, and in some cases accurate, information to the
Common Origination and Disbursement system (COD).

Paul D. Camp Community College did not submit timely disbursements for two out of 40
students (five percent) and three out of 12 Title IV adjustments (25 percent). The delay is due to the
College not completing its reporting process in its entirety.

Virginia Highlands Community College did not report disbursements timely for eight students
included within the Return of Title IV batch on April 17, 2015. The disbursements were reported to

COD on May 29, 2015. The untimely submission was a result of an oversight.
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In accordance with 78 FR 40732, an institution must submit Federal Pell Grant and Direct Loan
disbursement records no later than 15 days after making the disbursement or becoming aware of
the need to adjust a student’s previously reported disbursement. In accordance with 34 CFR
§668.14(a), Title IV funds are disbursed on the date that the institution (a)credits those funds to the
student’s account in the institution’s general ledger or any subledger of the general ledger, or (b)
pays those funds to the student directly. Title IV funds are disbursed even if the institution uses its
own funds in advance of receiving program funds from the Secretary.

If an institution does not submit disbursement records within the required timeframe, it may
result in the U.S. Department of Education rejecting all or part of the reported disbursement. This
may result in an audit or program review finding or the initiation of an adverse action, such as a fine
or other penalty. The institutions should review their current policies and procedures for submitting
disbursement records and implement corrective action to ensure future compliance.

Perform and Document Monthly Reconciliations of Direct Loans

Applicable to: Central Virginia Community College
Germanna Community College

These institutions were unable to provide sufficient documentation showing reconciliation of
their internal records to the Direct Loan Servicing System (DLSS) upon receipt of the School Account
Statements (SAS) from the Common Origination and Disbursement System (COD).

Central Virginia Community College personnel could not provide an audit trail that detailed
that a reconciliation had been performed between internal accounting records and the DLSS. This
was a result of turnover in the Financial Aid Office.

Germanna Community College Financial Aid Office personnel were unable to provide
sufficient documentation of reconciliations between internal records and the DLSS due to high
turnover in the office.

In accordance with 34 CFR §685.300(b) and 34 CFR §685.102(b), institutions must reconcile
institutional records with Direct Loan funds received from the Secretary and Direct Loan
disbursement records submitted to and accepted by the Secretary. Each month, COD provides
colleges with a SAS data file which consists of a Cash Summary, Cash Detail, and Loan Detail Records
to aid in this reconciliation process. The Student Financial Aid Handbook further details that the
institution should identify any discrepancies and take necessary corrective action to ensure they will
not recur in the following month.

By not reconciling federal student aid programs monthly as required, the institution places
itself at more risk of not identifying issues and resolving them before they become a systemic
problem. Systemic problems could result in federal non-compliance and may lead to potential

adverse actions and impact participation by the institution in Title IV programs.
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The institutions should perform and retain sufficient documentation of their monthly
reconciliations and resolve reconciling items between their financial systems and DLSS records in a
timely manner to ensure compliance with federal regulations. In addition, the institutions should
implement a review process to ensure complete documentation of reconciliation efforts and
appropriate resolution of reconciling items.

Properly Process Return of Title IV Calculations

Applicable to: Central Virginia Community College,
Germanna Community College,
J. Sargeant Reynolds Community College,

The Financial Aid Offices at these institutions did not properly identify, accurately perform
Title IV (R2T4) calculations, and/or return unclaimed federal aid for students who officially or
unofficially withdrew from courses and no longer qualified for federal financial aid.

Central Virginia Community College’s Financial Aid personnel did not properly handle Title IV
funds for ten of 19 students tested (53 percent). The following errors were identified as a result of
employee turnover in the Financial Aid Office:

e Forone student, the college did not draw down the original federal award from the
U.S. Department of Education and apply it to the student’s account. The college
should have drawn down an additional $971.

e For one student, the college did not return $817 to the U.S. Department of
Education after determining the student had withdrawn.

e For one student, the college returned too much in federal aid after calculating the
amount to return. The college should draw down $343 in federal aid.

e Forone student, the college incorrectly determined the student earned 100 percent
of federal aid. The college should return $150 to the U.S. Department of Education.

e Forone student, the college did not properly calculate the correct amount to return
and should return an additional $9 to the U.S. Department of Education.

e For two students, the college did not promptly return Title IV funds within 45 days
of the institution’s determination that the students had withdrawn.

e For four students, the college did not process the original award for the student
through Common Origination and Disbursement (COD). Instead, the College sent
the reduced award amount to COD for processing.

Germanna Community College’s Financial Aid staff did not provide sufficient evidence that
withdrawals had been properly identified for three out of 40 students tested (eight percent). For
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eleven students (28 percent), the R2T4 calculation was not accurately performed. The errors
resulted in the requirement for the college to return an additional $27.80 to the U.S. Department of
Education. Errors were a result of a high level of staff turnover in the Financial Aid Office.

J. Sargeant Reynolds Community College did not return unearned Title IV funds to the U.S.
Department of Education timely. For five out of 46 students (11 percent), the funds were not
returned timely; and for one student, the funds were not returned at all. Management indicated
that the Student Information System disbursement dates were missed when the Common
Origination and Disbursement system was updated.

Code of Federal Regulations, 34 CFR §668.22 states when a recipient of Title IV grant or loan
assistance withdraws from an institution during a period of enroliment in which the recipient began
attendance, the institution must determine the amount of Title IV grant or loan assistance that the
student earned as of the student’s withdrawal date. Institutions not required to take attendance
must determine the withdrawal date for a student who withdraws without providing notification to
the institution no later than 30 days after the end of the earlier of the (i) Payment period or period
of enrollment; (ii) Academic year in which the student withdrew; or (iii) Educational program from
which the student withdrew. Institutions must return unearned financial aid funds to the U.S.
Department of Education no later than 45 days from the date that the institution had determined
that the student had withdrawn.

Improperly identifying, calculating, and not returning unearned Title IV funds timely to the
U.S. Department of Education may result in adverse actions and impact the institution’s participation
in Title IV programs. The institutions should review current R2T4 policies, procedures, and
implement corrective action to include a second level of review to ensure that students requiring
calculations have been properly identified, calculations are accurate, and unearned funds have been
returned to the U.S. Department of Education within the required timeframe.

Reconcile Federal Fund Accounts

Applicable to: Central Virginia Community College
John Tyler Community College

These institutions could not provide sufficient documentation as audit evidence that an
adequate reconciliation had been performed between federal systems and the institutions’ internal
accounting records.

Central Virginia Community College personnel did not reconcile the federal G5 system
drawdowns to its internal accounting records. Since the college did not reconcile the accounting
records, the college drew down $611,753 in excess federal funds during December 2014 that was
subsequently returned to the U.S. Department of Education in February 2015. The drawdown error
was a result of a staff member being unaware of the federal regulations and drawing down more
funds than had been disbursed by the College.
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John Tyler Community College personnel could not locate evidence of the completion of
reconciliations between the federal G5 drawdowns and internal accounting records. The lack of
reconciliation was a result of employee turnover, as the previous Business Manager retired in
December 2014.

In accordance with federal regulations for applicable programs, institutions are required to
complete a minimum of a monthly reconciliation of federal aid programs and a year-end closeout
final reconciliation of Direct Loan accounts. Reconciliation requirements are detailed in chapters five
(Reconciliation in the Pell Grant and Campus-Based Programs) and six (Reconciliation in the Direct
Loan Program) of the Federal Student Financial Aid Handbook.

By not reconciling federal student aid programs monthly as required, the institution places
itself at more risk of not identifying issues and resolving them before they become a systemic
problem. Systemic problems could result in federal non-compliance and may lead to potential
adverse actions and impact participation by the institution in Title IV programs.

The institutions should review policies and procedures for completing federal aid program
reconciliations. Institutions should ensure that reconciliations are performed monthly and
documentation is retained for audit purposes.
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Commontoealth of Pirginia

Auditor of Public Accounts
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Martha S. Mavredes, CPA P.O. Box 1295
Auditor of Public Accounts Richmond, Virginia 23218

October 13, 2016

The Honorable Terence R. McAuliffe
Governor of Virginia

The Honorable Robert D. Orrock, Sr.
Chairman, Joint Legislative Audit
and Review Commission

State Board for Community Colleges
Virginia Community College Systems

INDEPENDENT AUDITOR’S REPORT ON INTERNAL CONTROL OVER
FINANCIAL REPORTING AND ON COMPLIANCE AND OTHER MATTERS

We have audited, in accordance with the auditing standards generally accepted in the United
States of America and the standards applicable to financial audits contained in Government Auditing
Standards, issued by the Comptroller General of the United States, the financial statements of the
business-type activities and aggregate discretely presented component units of the Virginia
Community College System (System) as of and for the year ended June 30, 2015, and the related
notes to the financial statements, which collectively comprise the System’s basic financial statements
and have issued our report thereon dated October 13, 2016. Our reportincludes a reference to other
auditors. We did not consider internal controls over financial reporting or test compliance with
certain provisions of laws, regulations, contracts, and grant agreements for the financial statements
of the component units of the System, which were audited by other auditors in accordance with
auditing standards generally accepted in the United States of America, but not in accordance with
Government Auditing Standards.

Internal Control Over Financial Reporting

In planning and performing our audit of the financial statements, we considered the System’s
internal control over financial reporting to determine the audit procedures that are appropriate in
the circumstances for the purpose of expressing our opinion on the financial statements, but not for
the purpose of expressing an opinion on the effectiveness of the System’s internal control over
financial reporting. Accordingly, we do not express an opinion on the effectiveness of the System’s

internal control over financial reporting.
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A deficiency in internal control exists when the design or operation of a control does not allow
management or employees, in the normal course of performing their assigned functions, to prevent,
or detect and correct misstatements on a timely basis. A material weakness is a deficiency, or a
combination of deficiencies, in internal control such that there is a reasonable possibility that a
material misstatement of the entity’s financial statements will not be prevented, or detected and
corrected on a timely basis. A significant deficiency is a deficiency, or a combination of deficiencies,
in internal control that is less severe than a material weakness, yet important enough to merit
attention by those charged with governance.

Our consideration of internal control over financial reporting was for the limited purpose
described in the first paragraph of this section and was not designed to identify all deficiencies in
internal control over financial reporting that might be material weaknesses or significant deficiencies
and therefore, material weaknesses or significant deficiencies may exist that were not identified.
Given these limitations, during our audit we did not identify any deficiencies in internal control over
financial reporting that we consider to be material weaknesses. We did identify certain deficiencies
in internal control over financial reporting, which are described in the sections titled “Financial
Internal Control and Compliance Findings” and “Federal Internal Control and Compliance Findings,”
that we consider to be significant deficiencies.

Compliance and Other Matters

As part of obtaining reasonable assurance about whether the System’s financial statements
are free of material misstatement, we performed tests of its compliance with certain provisions of
laws, regulations, contracts and grant agreements, noncompliance with which could have a direct
and material effect on the determination of financial statement amounts. However, providing an
opinion on compliance with those provisions was not an objective of our audit and, accordingly, we
do not express such an opinion. The results of our tests disclosed instances of noncompliance or
other matters that are required to be reported under Government Auditing Standards and which are
described in the section titled “Financial Internal Control and Compliance Findings” in the finding
titled “Ensure Proper Monitoring of Auxiliary Contracts” and in the section titled “Federal Internal
Control and Compliance Findings.”

The System’s Response to Findings

We discussed this report with management at an exit conference held on September 12,
2016. The System’s response to the findings identified in our audit is described in the accompanying
section titled “Virginia Community College System — Responses to Audit Findings.” The System’s
response was not subjected to the auditing procedures applied in the audit of the financial
statements and, accordingly, we express no opinion on it.
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Status of Prior Findings

We did not audit the implementation of corrective actions for all findings in the prior year
audit. Due to timing of the findings issued in the previous year’s report, the colleges may not have
implemented corrective action prior to the end of the fiscal year under audit. Review of the
corrective action plans for these findings will occur during subsequent audits of the System. With
respect to prior audit findings that we followed up on this year, Northern Virginia Community
College’s corrective action for the previously reported finding “Assign System Access Based on Least
Privilege” remains ongoing. Accordingly, we included the finding “Assign System Access Based on
Least Privilege” in the section entitled “Financial Internal Control and Compliance Findings.”

Purpose of this Report

The purpose of this report is solely to describe the scope of our testing of internal control and
compliance and the results of that testing, and not to provide an opinion on the effectiveness of the
entity’s internal control or on compliance. This report is an integral part of an audit performed in
accordance with Government Audit Standards in considering the entity’s internal control and
compliance. Accordingly, this communication is not suitable for any other purpose.

AUDITOR OF PUBLIC ACCOUNTS

EMS/alh
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November 14, 2016

Ms. Martha Mavredes

Auditor of Public Accounts
P.O. Box 1295

Richmond, Virginia 23218-1295

Dear Ms. Mavredes:

We are providing this letter in response to your report on the audit of the financial records
of the Virginia Community College System for the fiscal year ended June 30, 2015.

We confirm that we have received the findings and recommendations and have prepared
the attached response and corrective action plan.

If you have any questions, please contact Randy Johnson, VCCS Controller, at (804) 819-
4922,

GD/1kj
Enclosure

ce: Ms. Donna VanCleave
Mr. Randy Johnson

wwwscosedu ) 300 Arborerum Place, Suite 200 ) Richmond, VA 23236 ) t. 804-819-4901 ) f.804-819-4766
An Equal Opportunity /A firmative Action Employer
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VIRGINIA COMMUNITY COLLEGE SYSTEM — RESPONSES TO AUDIT FINDINGS

INFORMATION SYSTEMS

Improve Oversight of Information Technology Third-Party Service Providers

Management Plan for Corrective Action for the System Office:

The System Office will implement a process including the following steps to
gain assurance that information technology third-party service providers have secure
IT environments:

e The System Office will maintain a complete list of providers and assign
oversight responsibility

e The System Office will include language in contracts requiring
Providers to provide independently verified assurances of IT controls

e Theresulting process will be incorporated into the information security
program

e The System Office will align their security program to the current ISO
version

Responsible Party: VCCS Information Security Officer

Completion Dates:
e Complete list of providers and assign oversight responsibility: February
28,2017
e Contractual language added to contracts: February 28, 2017
e Process added to information security program: June 30, 2017
e Aligning security program to current ISO version: January 1, 2018

Improve Vulnerability Scanning Program

Management Plan for Corrective Action for the System Office:

The System Office will revise the VCCS IT Security Standard to define a
frequency for performing vulnerability scans and develop formal processes to
evaluate, test, and remediate vulnerabilities.

Responsible Party: Chief Information Security Officer

Completion Date: March 31, 2017
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Improve Operating System Security

Management Plan for Corrective Action for the System Office:

The System Office will dedicate the necessary resources to implement and
improve the controls discussed in the communication marked FOIAE to meet, at a
minimum, the requirements outlined in the VCCS Security Standard and industry best
practices.

Responsible Parties: Chief Information Security Officer
Director of Enterprise Operation Support Center

Completion Date: March 31, 2017

Improve Effectiveness of Administrative Information System Access Controls

The VCCS System Office Fiscal Services and ITS Security Departments work
collaboratively to ensure available roles and preferences are available in AlS and to
provide guidance and training to the colleges. However, with regard to AIS user
assignments at the college level, as noted in the finding, we operate under a
distributed security model. That is, security officers and business office management
at the college are responsible for assignment of college user roles and preferences in
AIS. Furthermore, college management is responsible for assessing risks, including
those resulting from resource limitations, and designing and implementing effective
internal controls to mitigate unacceptable risks.

With regard to the assertion that college personnel are unaware of available
resources, the System Office has taken the following actions to address this very issue:

e The VCCS Senior Information Security Analyst hosts a conference call with
college AIS Security Administrators at least quarterly. This call is a forum for
open discussion of any AIS security concerns.

e Several years ago, Fiscal Services and ITS Security reworked AIS roles and
permissions as a result of an APA audit finding. Part of the process included
detailed communication to colleges about available roles/permissions and
queries.

e Fiscal Services has conducted AlS security access classes during several of the
Administrative Services Conferences over the past several years, most
recently in June 2016.

e AlSrole spreadsheet and other documents are available on the VCCS intranet
and college security administrators have been informed of this fact.

With regard to availability of AIS access documentation, as mentioned, role
spreadsheets are currently available on the VCCS intranet. However, VCCS Fiscal
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Services will add additional information, specifically documentation about assignment
of preferences. In addition, the Fiscal Services and ITS Security Departments will begin
conducting semi-annual webinars on AIS Security with both college security
administrators and business office managers as the targeted attendees.

Finally, as the VCCS continues to redesign business processes with a goal to
move most recurring transactions to a Shared Services Center (SSC), Fiscal Services
will continue to be actively involved as we believe appropriate staffing and proper
internal control design/implementation in the SSC are the most likely paths to
resolution of recurring access issues.

Responsible Parties: Controller
Chief Information Security Officer

Completion Date: December 31, 2016

Assign System Access Based on Least Privilege

Applicable to: Mountain Empire Community College
New River Community College
Northern Virginia Community College (repeat finding)
Patrick Henry Community College
Virginia Highlands Community College
Wytheville Community College

Management Plan for Corrective Action for Mountain Empire Community College:

Mountain Empire Community College has modified the AIS and SIS user roles
for the Vice President of Finance and Administration to better conform to the principle
of least privilege.

Responsible Parties: Business Manager and IT Specialists

Completion Date: June 23, 2016

Management Plan for Corrective Action for New River Community College:

The College performed a review of various roles and changed access for the
following positions to adhere to the principle of least privilege: Director of Human
Resources and Business Operations, Cashier, and Student Accounts Specialist. Access
was adjusted to provide for proper segregation of duties. As a compensating control,
the Vice President for Finance and Technology will review all transactions for the

Business Office and Human Resources Office.
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The Interim Director of Information Technology will send audit reviews of all
accesses in AlS, SIS, and HRMS biannually for review by the appropriate data owners
and supporting documentation will be maintained.

Responsible Parties: Interim Director of Information Technology and Director of Human
Resources and Business Operations

Completion Date: December 31, 2016

Management Plan for Corrective Action for Northern Virginia Community College:

The College (Information Technology) has a carefully designed process to approve
system access consistent with the policy of least access. This process provides for
review and approval of access requests by both a subject matter expert in the specific
system as well as the data owner. College policy is that all system access should be
based on the principle of least privilege. In addition, all faculty and staff members
complete a web based IT security awareness course on an annual basis.

Roles and AlIS access rights will be reviewed annually or on an as needed basis to
ensure that system access is appropriate and compensating controls are working as
intended to reinforce the least privileges practice.

Within AlS, some roles must be granted in order to perform the job responsibilities.
The College has a process in place that provides segregation of duties between keying
an entry and posting an entry. There are separate sign offs on each journal form. The
journal entry creator will stamp the entry “entered” and sign and date the form. The
reviewer will stamp the entry “posted” and sign and date the form as evidence of
approval. This process is more fully described in the Accounting Operations Financial
Reporting Procedures Manual Section Il — Journal Entry Processing. Within the AP
module, access to the role VX_AP_ENTRY_MANGER is needed to post a batch. We
monitor and control access to this role. There are two primary and two backups with
this role. To ensure payables are accurate, our procedures require that vouchers are
reviewed before posting.

Responsible Party: College Controller
Completion Date: Currently in effect

Management Plan for Corrective Action for Patrick Henry Community College:

Management will perform a review and update SIS and AIS user access for
more appropriate segregation of duties to support the principle of least privilege.
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Management will also implement additional compensating controls to include
queries/reports to monitor transactions and activities to aid in minimizing risks.

Responsible Party: Business Manager
Completion Date: December 31, 2016

Management Plan for Corrective Action for Virginia Highlands Community College:

Management agrees that system access controls within AIS and SIS are
important to maintain security over critical systems. While VHCC Business Office staff
size dictates that ideal controls and ideal separation of duties are not always possible,
compensating controls will be implemented to ensure compliance with internal
controls. The College’s AlS and SIS access procedures have been updated to specify
that access is to be granted based on the principle of least privilege. When the Finance
Director performs the annual review of AIS and SIS access as required by VCCS policy,
all roles and assigned users will be evaluated to determine appropriate segregation of
duties. For each conflicting role, access will either be removed or compensating
controls identified. This annual review process will become part of the VHCC Business
Office Procedures Manual.

Responsible Party: Finance Manager
Completion Date: December 31, 2016

Management Plan for Corrective Action for Wytheville Community College:

The College performed a review of AIS and SIS access by utilizing staff
member’s Employee Work Performance (EWP) to ensure that proper access was
granted in accordance with the System IT Security Standard, 11.2, which dictates the
principle of least privilege must be used by the College in the assignment of security
roles and responsibilities. SIS and AIS access was adjusted so that the entering and
posting of entries will not be permitted by a single user in order to properly segregate
duties. The review and related access changes were documented and communicated
to Administrators and Area Supervisors.

Management will perform annual reviews of AlS and SIS access to ensure that
controls are place for the appropriate segregation of duties. Additional reviews of AlS
and SIS access will occur within 30 days of any employee turnover in the Business
Office.

Responsible Parties: Director of Technology and Interim Business Manager

Completion Date: August 31, 2016
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Deactivate User Access Promptly Upon Employee Separation

Applicable to: Mountain Empire Community College
New River Community College
Wytheville Community College

Management Plan for Corrective Action for Mountain Empire Community College:

Mountain Empire Community College has implemented procedures for the
eVA Security Officer and Procurement Officer to routinely review all eVA users. In
addition, as part of the internal termination checklist form/process, deactivation of
eVA access will be performed and signed off by the IT Services department.
Responsible Parties: eVA Security Officer and Procurement Officer

Completion Date: June 2, 2016

Management Plan for Corrective Action for New River Community College:

The College will redesign the Information Technology Account Request Form
to closely follow the progression of an employee’s access changes from inception to
removal. The new form will have checklists and will be accompanied by a screenshot
of access as it is removed which will provide a date and visual confirmation when
access is deleted.

Responsible Parties: Interim Director of Technology
Completion Date: December 31, 2016

Management Plan for Corrective Action for Wytheville Community College:

The College developed and disseminated a formal procedure for deactivating
system access within 24 hours of an individual’s termination or change in
employment. This procedure provides comprehensive documentation of the
employee’s system accesses, the date the access was terminated, the action taken to
terminate the access, and the party responsible for terminating each access.
Additionally, quarterly reviews will be performed by the IT Department Staff to ensure
system accesses have been deactivated on user accounts with terminations or
changes in employment.

Responsible Party: Director of Technology

Completion Date: August 5, 2016
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BUSINESS PROCESSES

Improve Fixed Asset Inventory and Tracking

Applicable to: New River Community College
Southwest Virginia Community College
Wytheville Community College

Management Plan for Corrective Action for New River Community College:

The College is in the process of conducting a full inventory and resolving all
discrepancies per CAPP Manual guidelines. The Procurement Officer will tag all
incoming inventory and the end user will be contacted immediately to arrange for the
equipment to be placed in service. The Director of Human Resources and Business
Operations will review material monthly to ensure that all fixed assets are properly
inventoried.

Responsible Party: Director of Human Resources and Business Operations
Completion Date: December 31, 2016

Management Plan for Corrective Action for Southwest Virginia Community College:

The College is in the process of completing the physical inventory and the fixed
asset system will be fully reconciled to the physical inventory in accordance with state
requirements. Controls will be implemented to support the proper recording of
disposals, surplus assets, and tagging of assets.

Responsible Party: Vice President for Finance and Administration

Completion Date: November 18, 2016

Management Plan for Corrective Action for Wytheville Community College:

The College conducted rolling audits until all fixed assets were reconciled to
AlS. Additionally, the College has implemented VCCS CAPPM policies and processes
to ensure the proper removal of assets and the continuous updating of location codes.

Responsible Parties: Interim Business Manager, Procurement Officer, and Inventory
Technician

Completion Date: August 4, 2016
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NEW RIVER COMMUNITY COLLEGE

Approve Revenue Journal Entries Timely

Management Plan for Corrective Action for New River Community College:

The College has implemented new policies and procedures to ensure that
revenue journal entries are entered and posted within a three-day time frame. The
Business Office Cashier has been given access to the instance numbers in order to
generate the revenue summary report from SIS. This report will be used to enter the
revenue journal entries on a daily basis. Once the revenue journal entries have been
entered, the Director of Human Resources and Business Operations will be
responsible for review and final posting.

Responsible Party: Director of Human Resources and Business Operations
Completion Date: June 30, 2016

Improve Documentation of myVRS Navigator Reconciliation Process

Management Plan for Corrective Action for New River Community College:

The College will maintain appropriate documentation to support the
reconciliation between VNAV and the payroll system. Documentation will include
PMIS Cancelled Records Report, VRS Automated Recon Reports, and other internal
spreadsheets and documents to provide a comprehensive reconciliation between the
snapshot and payroll system. Each report will note any exceptions and applicable
corrective action. The Human Resources Manual will be updated to formally
document the VNAV reconciliation process.

Responsible Party: Director of Human Resources and Business Operations

Completion Date: March 31, 2017

PATRICK HENRY COMMUNITY COLLEGE

Improve Financial Reporting for Accounts Receivables

Management Plan for Corrective Action for Patrick Henry Community College:

Management will improve documented policies and procedures for the
calculation of the allowance for doubtful accounts and the write-off of uncollectible

accounts.
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Responsible Party: Business Manager
Completion Date: December 31, 2016

Retain Audit Support for Financial Statement Schedules

Management Plan for Corrective Action for Patrick Henry Community College:

Management will reinforce current policies and procedures and the Business
Office will properly maintain all supporting calculations for financial statement
schedules submitted to the VCCS System Office.

Responsible Party: Business Manager

Completion Date: June 30, 2017

SOUTHWEST VIRGINIA COMMUNITY COLLEGE

Ensure Proper Monitoring of Auxiliary Contracts

Management Plan for Corrective Action for Southwest Virginia Community College:

Monthly reports are now received from the bookstore vendor that provide the
calculation of commissions due to the college along with the remittance advice for
the electronic deposit of those funds. The payments are now made on a timely basis
as a result of the monthly electronic transfer of funds.

The College has taken additional steps to comply with the Virginia Public
Procurement Act and will issue a new Request for Proposal upon expiration of
contract renewals. The College is currently working to secure a vending contract to
cover the campus vending machines.

Responsible Party: Business Manager

Completion Date: October 1, 2016
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VIRGINIA HIGHLANDS COMMUNITY COLLEGE

Improve Documentation of Policies and Procedures

Management Plan for Corrective Action for Virginia Highlands Community College:

Management agrees that documented policies and procedures are important
in the application of internal controls and for continuity of operations. The Business
Office Procedures Manual will be reviewed and updated. In addition, detailed written
procedures will be developed for critical fiscal processes. The Business Office
Procedures Manual has already been updated to include detailed written procedures
for establishing an allowance for doubtful accounts.

Responsible Party: Finance Manager

Completion Date: Processes such as cashiering and financial statement preparation
which will not be impacted by implementation of the VCCS Shared Services Center:
April 30, 2017. Procurement, accounts payable and travel: in conjunction with SSC
implementation and development of VCCS standardized processes.

WYTHEVILLE COMMUNITY COLLEGE

Perform VNAYV Pre-Reconciliations

Management Plan for Corrective Action for Wytheville Community College:

Current processes were improved to meet the full requirements of CAPP
Manual Topic Number 50410, VRS Retirement Reconciliation. The Director of Human
Resources will now generate a PMIS report monthly with noted changes of new hires,
terminations, or salary changes. Any differences identified when comparing VNAV
and PMIS will be corrected and supporting documentation will be maintained. The
reconciliation form between VNAV and PMIS will be completed and signed by the
Director of Human Resources and reviewed and signed by the Payroll Officer.
Documentation will be maintained and will include all changes, differences, VNAV
snapshots, and monthly reconciliations.

Responsible Parties: Director of Human Resources and Payroll Officer

Completion Date: May 31, 2016
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STUDENT FINANCIAL AID

Improve Compliance over Enrollment Reporting

Applicable to: Blue Ridge Community College,
Central Virginia Community College
Germanna, Community College
John Tyler Community College
Mountain Empire Community College
Paul D. Camp Community College
Southwest Virginia Community College
Virginia Highlands Community College

Management Plan for Corrective Action for Blue Ridge Community College:

The VCCS IT representative who acts as a liaison with National Student
Clearinghouse is rewriting the enrollment extract that will correctly capture data for
students who have “unofficially” withdrawn. Blue Ridge is communicating with
National Student Clearinghouse to discuss the cross-term comparison issue. In the
interim, the Financial Aid Office, Admission and Records, and Information Technology
departments will collaborate to perform a manual cross-check of actual enrollment
data to reported National Student Clearinghouse data no less frequently than every
60 days.

Responsible Party: Interim Vice President of Administration and Finance
Completion Date: April 1, 2016

Management Plan for Corrective Action for Central Virginia Community College:

The VCCS is working to enhance the unofficial withdrawal reporting process to
NSLDS through the National Student Clearinghouse. Until a solution can be identified,
the College will be completing reporting of unofficial withdrawals directly through the
website interface.
Responsible Party: Dean of Enrollment Management

Completion Date: March 1, 2016

Management Plan for Corrective Action for Germanna Community College:

Procedures were improved to ensure the timely and accurate reporting of
enrollment changes. NSLDS will be updated for unofficial withdrawals when an R2T4
is processed. VCCS will be adding logic to the custom National Student Clearinghouse
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process to capture and report to NSLDS correctly. Verification of enrollment status,
enrollment changes, and graduation data will be performed to ensure that students
are reported properly.

Responsible Party: Director of Financial Aid

Completion Date: January 22, 2016

Management Plan for Corrective Action for John Tyler Community College:

John Tyler personnel will request a file to analyze after each reporting date
with National Student Clearinghouse to make sure the data being reported is updated
correctly. An additional reporting date has been added which will provide a report to
National Student Clearinghouse every month within the semester. A data extract will
be pulled from SIS and compared to information provided in NSLDS. Administration
will continue to require faculty to report stopped attending forms in a timely manner.
Administration will attempt to restrict the change of F and U grades that should be
W’s at the end of the term. The Registrar will manually update any student who
graduates in a term that has not attended for 120 days since National Student
Clearinghouse has indicated that they will not report this student to NSLDS with a
graduate row. The College will collaborate with the VCCS IT to review the program
that pulls data needed for the National Student Clearinghouse.

Responsible Parties: Vice President of Learning and Student Success/ Director of
Admissions and Records

Completion Date: January 29, 2016

Management Plan for Corrective Action for Mountain Empire Community College:

The enrollment and graduate reporting process has been transitioned from
the Computing and Information Technology Office to the Enrollment
Services/Admissions and Financial Aid area. Enrollment Services has already started
developing step-by-step instructions for submitting enrollment status, enrollment
changes and graduation data and has designated employees responsible for
submission and verification in both the National Student Clearinghouse and NSLDS.

Responsible Parties: Dean of Enrollment Services/Coordinator of Financial Aid/
Business Process Technologist

Completion Date: December 14, 2015
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Management Plan for Corrective Action for Paul D. Camp Community College:

The required IT setups for the NSLDS upload will be reviewed, maintained and
updated on a semester basis. The Admissions Department/Registrar will notify the
Financial Aid Office when the upload has been completed. Both the College calendars
for the Admissions Department/Registrar and the Financial Aid Office will be updated
to ensure follow-up.

Responsible Parties: Registrar, Franklin Financial Aid Officer/ Suffolk Financial Aid
Officer/Vice President of Academic and Student Services/Vice President of
Administration and Technology.

Completion Date: January 12, 2016

Management Plan for Corrective Action for Southwest Virginia Community College:

The existing policies and procedures at SWVCC have been enhanced and the
degree submission schedule has been revised to ensure compliance with federal
requirements. The Information Technology Specialist will collaborate with the
Registrar to ensure that graduation data is reported timely.

Responsible Party: Information Technology Specialist

Completion Date: January 13, 2016

Management Plan for Corrective Action for Virginia Highlands Community College:

Procedures have been enhanced to ensure enrollment changes are reported
to NSLDS within the required timeframe. VCCS queries, rather than manual
procedures, will be used to identify potential graduates for each term and to confer
graduates. Graduate submissions will be completed within 30 days after the official
degree conferral date on the academic calendar. Subsequent degree awards will be
reported after degree confer date weekly until all graduates have been reported for
the graduation term.

Responsible Party: Coordinator of Financial Aid

Completion Date: January 13, 2016

Fiscal Year 2015



Improve Notification of Awards to Students

Applicable to: Central Virginia Community College
Germanna Community College

Management Plan for Corrective Action for Central Virginia Community College:

The College has expanded its partnership with Tidewater Community College
to include the awarding of and the notification of student borrowers. This process
will begin to be performed by Tidewater beginning spring 2016 and continuing
thereafter.

Responsible Party: Dean of Enrollment Management

Completion Date: January 11, 2016

Management Plan for Corrective Action for Germanna Community College:

The College will create a communication item in PeopleSoft to document and
inform students of the rights, options, and loan requirements prior to loan
disbursements by the Financial Aid Office to the student account.

Responsible Party: Director of Financial Aid

Completion Date: January 29, 2016

Improve Reporting to the Common Origination and Disbursement System (COD)

Applicable to: Paul D. Camp Community College
Virginia Highlands Community College

Management Plan for Corrective Action for Paul D. Camp Community College:

Paul D. Camp will devote the resources and time required to follow existing
policies and procedures as related to updating COD files. Files will be updated on a
weekly basis throughout the academic year. The Franklin and Suffolk Financial Aid
Officers will meet at the end of each semester with the Vice President of
Administration and Technology to review the updates and share any challenges
encountered.

Responsible Parties: Franklin Financial Aid Officer/Suffolk Financial Aid Officer/Vice
President of Administration and Technology.

Completion Date: January 18, 2016
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Management Plan for Corrective Action for Virginia Highlands Community College:

Virginia Highlands personnel will report all disbursements and subsequent
adjustments within federal requirements. Policies and procedures have been
updated to reflect that communication to update COD will occur both verbally and
followed by an email to ensure compliance with federal regulations.

Responsible Party: Coordinator of Financial Aid

Completion Date: January 13, 2016

Perform and Document Monthly Reconciliations of Direct Loans

Applicable to: Central Virginia Community College
Germanna Community College

Management Plan for Corrective Action for Central Virginia Community College:

The College will be hiring a Coordinator of Financial Aid that will be responsible
for performing reconciliations. Under his or her guidance, proper training will be
conducted for this business function. The Coordinator of Financial Aid will be
communicating on a monthly basis to the Dean of Enrollment Management.
Responsible Party: Dean of Enrolilment Management

Completion Date: March 1, 2016

Management Plan for Corrective Action for Germanna Community College:

Financial Aid personnel will perform a comprehensive review of the
reconciliation requirements. The reconciliation will be performed monthly and an
audit trail will be retained. Procedures will be documented to detail the reconciliation
between the Business Office and the Financial Aid Office.

Responsible Parties: Director of Financial Aid/Director of Finance

Completion Date: April 1, 2016
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Properly Process Return of Title IV Calculations

Applicable to: Central Virginia Community College,
Germanna Community College,
J. Sargeant Reynolds Community College,

Management Plan for Corrective Action for Central Virginia Community College:

The College will be hiring a new Coordinator of Financial Aid that will work
closely with the employee completing the R2T4 transactions to ensure that
calculations are being completed in accordance with federal regulations. Enhanced
staffing will provide for management and oversight of areas of responsibility. Duties
will be divided between all of the full and part-time employees in the office. This will
allow for proper separation of duties and prevent one person from performing all of
the compliant sensitive activities within the office.

Responsible Party: Dean of Enrollment Management
Completion Date: July 1, 2016

Management Plan for Corrective Action for Germanna Community College:

The Financial Aid Office will process students included on the R2T4 report on
a weekly basis. A recurring reminder will be established to check on the prior
semester for any grade changes that would cause the student to show late on the
R2T4 list. A spreadsheet was created to track students as a secondary level of review
to ensure that calculations are accurate. The calendar that is loaded in PeopleSoft is
also reviewed and Sundays are now included in the calendar when calculating holiday
breaks.

Responsible Party: Director of Financial Aid
Completion Date: January 26, 2016

Management Plan for Corrective Action for J Sargeant Reynolds Community College:

The delay in returning unearned Title IV funds was identified by the R2T4
Specialist and was the result of the loan disbursement records being rejected by COD.
The R2T4 Specialist will begin reviewing each student in COD after the updated
disbursement records have been sent. The Director of Financial Aid will review each
R2T4 report once it is completed by the R2T4 Specialist to ensure that all students
have been processed and the calculations are accurate.

Responsible Party: Director of Financial Aid

Completion Date: March 31, 2016

Fiscal Year 2015



Reconcile Federal Fund Accounts

Applicable to: Central Virginia Community College
John Tyler Community College

Management Plan for Corrective Action for Central Virginia Community College:

A monthly reconciliation of each Title IV program and general ledger control
account will be maintained. The College will dedicate the necessary resources to
properly complete and document the reconciliation between the G5 activity reports
and the internal accounting records. A new accounting position will be created to
ensure the reconciliation process occurs accurately and on a monthly basis. The new
accounting position will coordinate with Financial Aid and the Business Office
personnel to ensure accurate checks and balances are in place.

Responsible Party: Business Manager
Completion Date: June 1, 2016

Management Plan for Corrective Action for John Tyler Community College:

John Tyler has established and enacted a plan of action. A monthly
reconciliation of each Title IV program, AIS general ledger account and SIS accounts
will be maintained. The College will complete and document the reconciliation
between the G5 activity reports and the internal accounting records. Coordination is
in place with Financial Aid and the Business Office personnel to ensure accurate
checks and balances are in place.

Responsible Party: Associate Vice President of Finance Services

Completion Date: December 31, 2015

Fiscal Year 2015
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THOMAS NELSON COMMUNITY COLLEGE

Statement of Revenues, Expenditures, & Change in Net Assets

Local Funds

For the Month Ended December 31, 2016
(Cash-Basis)



Thomas Nelson Community College
Statement of Revenues, Expenditures, & Change in Net Assets
LOCAL FUNDS & GENERAL FUNDS
For the Month Ended December 31, 2016
(Cash-Basis)

Semi-Annual
YTD Actual Variance
Semi-Annual As of Favorable
Annual Budget Budget 12/31/2016 (Unfavorable)
REVENUE:
Bookstore: Contract Commissions $ 700,000 $ 350,000 $ 341,194 $ (8,806)
WDCHT Support from Localities 83,783 41,892 54,695 12,804
General Fund Interest Income 1,000 500 6,480 5,980
Food Service Commissions 30,000 15,000 11,048 (3,952)
Vending Income 50,000 25,000 30,000 5,000
TOTAL REVENUE $ 864,783 $ 432,392 $ 443,417 $ 11,026
EXPENDITURES:
Wages/Salaries/Benefits Student Activities $ 128,000 $ 64,000 $ 28,066 $ 35,934
President's Discretionary Fund 39,500 19,750 8,723 11,027
Local Funds Discretionary 25,000 12,500 7,607 4,893
Thomas Nelson 50th Anniversary 50,000 25,000 5,000 20,000
Foundation Support 5,000 2,500 5,000 (2,500)
Academic Discretionary Fund 10,000 5,000 2,109 2,891
Outreach Development 10,000 5,000 2,061 2,939
Special Functions/Ceremonies 50,000 25,000 15,430 9,570
Foundation and Alumni Affairs 18,000 9,000 2,325 6,675
Cultural Affairs 5,000 2,500 3,481 (981)
Performing Arts 5,000 2,500 - 2,500
Public Information Announcements 357,500 178,750 11,729 167,021
Scholarships 10,000 5,000 938 4,062
Local Board Merit/President Scholarship 5,000 2,500 - 2,500
School/Student Work Prgm/ Assistance 20,000 10,000 900 9,100
Banking Services 10,000 5,000 1,852 3,148
College Initiatives 26,000 13,000 8,547 4,453
Professional Development/Diversity 20,000 10,000 6,730 3,270
Social Affairs 24,150 12,075 220 11,855
WDCHT Lease 84,151 42,076 34,952 7,124
Financial Aid Discretionary Fund 13,000 6,500 11,007 (4,507)
Auxiliary Services Expenditures 1,000 500 - 500
Annual Report to Community 14,000 7,000 45 6,955
Local Board Expenses 8,000 4,000 3,244 756
Annual Awards Banquet 15,000 7,500 899 6,601
Historic Triangle Provost 2,500 1,250 - 1,250
TOTAL EXENDITURES $ 955,801 $ 477,901 $ 160,865 $ 317,036
INCREASE (DECREASE) IN NET ASSETS $ 282,552
TOTAL NET ASSETS - BEGINNING 7/1/2016 2,684,469
TOTAL NET ASSETS - As of 12/31/2016 $ 2,967,021



Statement of Revenues, Expenditures, & Change in Net Assets
STUDENT ACTIVITY

Thomas Nelson Community College

For the Month Ended December 31, 2016

(Cash-Basis)

REVENUE:
Income from Activities

Student Activity Fees
TOTAL REVENUE

EXPENDITURES:
Wages/Salaries/Benefits
Student Events
Operating Expenses
Scholarships
Travel
Passes and Student Tickets
Intramurals
Clubs/Organizations
TOTAL EXPENDITURES

INCREASE (DECREASE) IN NET ASSETS
TOTAL NET ASSETS - BEGINNING 7/1/2016

TOTAL NET ASSETS - As of 12/31/2016

Semi-Annual
YTD Actual Variance
Semi-Annual As of Favorable
Annual Budget Budget 12/31/2016 (Unfavorable)
$ 35,000 17,500 $ 14,402 $ (3,098)
176,285 88,143 137,889 49,747
$ 211,285 105,643 $ 152,291 $ 46,649
$ 57,685 28,843 $ 26,937 $ 1,906
67,937 33,969 22,245 11,724
16,300 8,150 3,896 4,254
6,500 3,250 - 3,250
30,000 15,000 8,192 6,808
56,000 28,000 39,657 (11,657)
70,000 35,000 8,085 26,915
5,500 2,750 1,145 1,605
$ 309,922 154,961 $ 110,157 $ 44,804
$ 42,134
398,751
$ 440,885



Thomas Nelson Community College
Statement of Revenues, Expenditures, & Change in Net Assets
CONSTRUCTION FUND

For the Month Ended December 31, 2016
(Cash-Basis)

Semi-Annual
YTD Actual Variance
Semi-Annual As of Favorable
Annual Budget Budget 12/31/2016 (Unfavorable)
FUND SOURCES:
Hampton $ 170,850 $ 85,425 $ 85425 $ -
James City County 78,778 39,389 39,389 -
Newport News 219,729 109,865 107,691 (2,174)
Poquoson 15,544 7,772 - (7,772)
Williamsburg 7,716 3,858 7,716 3,858
York County 79,114 39,557 39,557 -
TOTAL REVENUE $ 571,731 $ 285,866 $ 279,778 $ (6,088)
EXPENDITURES:
Exterior Improvements $ 682,000 $ 341,000 $ 21,607 $ 319,393
Small Projects 90,000 45,000 37,400 7,600
TOTAL EXENDITURES $ 772,000 $ 386,000 $ 59,007 $ 326,993
INCREASE (DECREASE) IN NET ASSETS $ 220,771
Net Assets - Designated:
HT Parking 300,000
Hampton Parking -
Net Assets - Undesignated: 2,688,747
Total Net Assets - Beginning 7/1/2016 2,988,747
TOTAL NET ASSETS - As of 12/31/2016 $ 3,209,518



Thomas Nelson Community College
Statement of Revenues, Expenditures, & Change in Net Assets
SAFETY, SECURITY AND PARKING FUND
For the Month Ended December 31, 2016
(Cash-Basis)

Semi-Annual
YTD Actual Variance
Semi-Annual as of Favorable
Annual Budget Budget 12/31/2016 (Unfavorable)

REVENUE:
Safety & Security Fee (Inst Fee) $ 114,673 57,337 $ 59,871 2,535
Parking Fees & Parking Decals 267,570 133,785 171,007 37,222
Fines/ID Replacement 20,000 10,000 20,314 10,314

TOTAL REVENUE $ 402,243 201,122 $ 251,192 50,071
EXPENDITURES:
Parking Lot Paving $ 110,000 55,000 $ 91,362 (36,362)
Parking Lot Maintenance 10,000 5,000 0 5,000
Lighting 25,000 12,500 4,548 7,952
Snow Removal 50,000 25,000 - 25,000
Signage 15,000 7,500 719 6,781
Parking Ops (Admin/Equip) 282,322 141,161 67,494 73,667

TOTAL EXPENDITURES: $ 492,322 246,161 $ 164,123 82,038
INCREASE (DECREASE) IN NET ASSETS $ 87,069

Net Assets - Designated 200,000

Net Assets - Undesignated: 1,007,033

Total Net Assets - Beginning 7/1/2016 1,207,033
TOTAL NET ASSETS - ENDING 12/31/20016 $ 1,294,102




Thomas Nelson Community College
Statement of Revenues, Expenditures, & Change in Net Assets
INVESTMENT INCOME FUND
For the Month Ended December 31, 2016
(Cash-Basis)

Semi-Annual
YTD Actual Variance
Semi-Annual As of Favorable
Annual Budget Budget 12/31/2016 (Unfavorable)
REVENUE:
LGIP Account Earnings $ 1,000 $ 500 $ 2,746 $ 2,246
TOTAL REVENUE $ 1,000 $ 500 $ 2,746 $ 2,246
EXPENDITURES:
Transfer to General and Other Fund $ - $ - $ - $ -

Transfer to Construction Fund - - - _
Transfer to Local Board Reserve Fund - - - -

TOTAL EXPENDITURES: $ - $ - $ - $ -
INCREASE (DECREASE) IN NET ASSETS $ 2,746
TOTAL NET ASSETS - BEGINNING - 7/1/2016 170,801
TOTAL NET ASSETS - As of 12/31/2016 $ 173,547




Thomas Nelson Community College
Statement of Revenues, Expenditures & Change in Net Assets
For Month Ended December 31, 2016
(Cash-Basis)

07/1/2016 Revenues Expenditures 12/31/2016
& &

Fund Begin Balance Transfers In Transfers Out Ending Balance

General and Other Fund $ 2,684,469 $ 443,417 $ 160,865 $ 2,967,021
Student Activities Fund 398,751 152,291 110,157 440,885
Construction Fund 2,988,747 279,778 59,007 3,209,518
Safety, Security and Parking Fund 1,207,033 251,192 164,123 1,294,102
Investment Income Fund 170,801 2,746 - 173,547
Grand Totals $ 7,449,801 $ 1,129,424 $ 494,152 $ 8,085,073




THOMAS NELSON COMMUNITY COLLEGE

Local Funds
DRAFT FY 2018 Budget Request
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2/17/2017

REVENUE:
Bookstore: Contract Commissions
WDCHT Support from Localities
General Fund Interest Income
Food Service Commissions
Vending Income

Total Revenue

EXPENDITURES:

Wages/Salaries/Benefits Student Activities

President's Discretionary Fund
Local Funds Discretionary
Thomas Nelson 50th Anniversary
Foundation Support
Academic Discretionary Fund
Outreach Development
Special Functions/Ceremonies
Foundation and Alumni Affairs
Cultural Affairs
Performing Arts
Public Information Announcements
Scholarships
Local Board Merit/President Scholarship
Schol./Student Work Prgm/ Assistance
Banking Services
College Initiatives
Professional Development/Diversity
Social Affairs
WDCHT Lease
Financial Aid Discretionary Fund
Auxiliary Services Expenditures
Annual Report to Community
Local Board Expenses
Annual Awards Banquet
Historic Triangle Provost

Total Expenditures

Thomas Nelson Community College
Local Funds Report

General and Other Funds
DRAFT FY 2018 Budget Request

FY 2016 FY 2017 FY 2018 Budget
Actual Budget Requested Change
$ 735,864 $ 700,000 $ 630,000 $ (70,000)
75,273 84,151 86,674 2,523
5,470 1,000 1,000 0
29,266 30,000 30,000 0
60,000 50,000 50,000 0
$ 905,873 $ 865,151 $ 797,674 $ (67,477)
$ 82,883 $ 128,000 $ 85,000 $ (43,000)
11,685 39,500 39,500 0
38,543 25,000 25,000 0
50,000 50,000 0
5,000 5,000 5,000 0
5,295 10,000 10,000 0
5,889 10,000 10,000 0
49,972 50,000 55,000 5,000
9,778 18,000 18,000 0
1,261 5,000 5,000 0
- 5,000 5,000 0
351,320 357,500 357,500 0
442 10,000 10,000 0
4,500 5,000 5,000 0
1,900 20,000 20,000 0
5,093 10,000 10,000 0
8,941 26,000 26,000 0
10,271 20,000 20,000 0
28,755 24,150 24,150 0
88,991 84,151 86,674 2,523
16,534 13,000 13,000 0
- 1,000 1,000 0
6,389 14,000 14,000 0
7,824 8,000 10,000 2,000
23,054 15,000 15,000 0
2,665 2,500 2,500 0
$ 766,985 $ 955,801 $ 922,324 $ (33,477)
2



2/117/2017

REVENUE:
Income from Activities

Student Activity Fees
Total Revenues

EXPENDITURES:
Wages/Salaries/Benefits
Student Events
Operating Expenses
Scholarships
Travel
Passes and Student Tickets
Intramurals
Clubs/Organizations

Total Expenditures

Thomas Nelson Community College
Local Funds Report

Student Activities Fund
DRAFT FY 2018 Budget Request

FY 2016 FY 2017 FY 2018 Budget
Actual Budget Requested Change
$ 30,041 $ 35,000 $ 31,500 $ (3,500)
180,557 176,285 222,033 45,747
$ 210,598 $ 211,285 $ 253,533 $ 42,247
$ 56,134 § 57,685 $ 60,000 $ 2,315

63,296 67,937 72,937 5,000
10,733 16,300 16,300
3,165 6,500 6,500 -
25,872 30,000 30,000 -
21,680 56,000 56,000 -
82,181 70,000 85,000 15,000
5,324 5,500 5,500 -
$ 268,385 $ 309,922 $ 3322237 $ 22,315
3



Fund Sources
Hampton
James City County
Newport News
Poquoson
Williamsburg
York County

EXPENDITURES:

Exterior Improvements
Small Projects

2/17/2017

Thomas Nelson Community College
Local Funds Report
Construction Fund

DRAFT FY 2018 Budget Request

FY 2016 FY 2017 FY 2018 Budget

Actual Budget Requested Change
$ 158,203 § 158,227 $ 172,303 $ 14,076
78,933 78,778 80,369 1,591
212,427 219,729 231,244 11,515
1,000 15,543 17,200 1,657
8,222 7,716 7,632 (84)
72,242 79,114 78,314 (800)
Total Revenue $ 531,027 $ 559,107 $ 587,062 $ 27,955
$ 61,312 682,000 518,000 (164,000)
7,690 90,000 69,062 (20,938)
Total Expenditures  $ 69,002 $ 772,000 $ 587,062 $ (184,938)

4



Pedestrian Bridge

Small Projects/Repair

Variable Message sign

BMP

Hastings Drive Stop Light Phase Il

Total

2/17/2017

Projected Projects FY 2017

18,000
69,062
400,000
50,000
50,000

587,062



2/17/2017

REVENUE:
Safety & Security Fee

Parking Decals
Fines

Total Revenues

EXPENDITURES:
Parking Lot Paving

Parking Lot Maintenance

Lighting
Snow Removal

Signage
Admin/Equipment

Total Expenditures

Thomas Nelson Community College
Local Funds Report

Safety, Security and Parking Fund
DRAFT FY 2018 Budget Request

FY 2016 FY 2017
Actual Budget

$ 87,192 114,673

234,255 267,570

24,945 20,000

$ 346392 $ 402,243

$ 200637 $ 110,000

) 10,000

- 25,000

19.873 50,000

5141 15,000

193,433 282,322

$ 419084 $ 492,322

FY 2018 Budget

Requested Change
100,781 (13,892)
259,826 (7,744)
20,000 -

$ 380,606 $ (21,636)

$ - $ (110,000)

10,000 -
250,000 225,000
30,000 (20,000)
15,000 -
254,090 (28,232)
$ 559,090 $ 66,768




2/17/2017

Thomas Nelson Community College
Local Funds Report

Investment Income Fund
DRAFT FY 2018 Budget Request

FY 2016 FY 2017 Budget

Budget Requested Change

Revenues
Sweep Account Interest -
LGIP Account Earnings 1,000 1,000

Expenditures
Transfer to General and Other Fund -
Transfer to Construction Fund

Transfer to Local Board Reserve Fund
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